MyHuumnansHoe

Moanvcan: MyuuvnansHoe obiueoGpasosaTensHoe

aBTOHOMHOE YupexaeHite «CpeaHss

obluieoBpaioBaTenbHas Wkona Ne 87»
Gonesc

06LLe06pasoBaTenbHOe Sk iamiier i c YTBEPXKJIAIO»
anToHOMH
yupexaenie «CpeaHsa Soomrmes e Aupexrop MOAY «COLII Ne 875
06LUE0BPAIOBATENBHAR s v s E.I1. CoboneBckas
wiona No 87 R S e Tpukas Ne 25/1 ot 11.01.2018r.
MHOJOXKXEHUE
00 OpraHn3anuy U NpoBeJAeHUN padoT 1o odecnevyeHUuI0 0e30MACHOCTH
NMEePCOHAIbHBIX JAHHBIX MPU UX ABTOMATH3UPOBAHHOW 00padoTKe B
HH(OPMALMOHHBIX CHCTEMAX MEPCOHAIBHBIX JaAHHBIX B
MOAY «COI Ne87»
Cnucok cokpameHud 1 0003HaAYECHUH
ABC — aHTHUBUpYCHBIE CpEJICTBA
APM — aBTOMaTu3UpOBaHHOE pabouee MecTo
AC — aBTOMaTH3UpOBaHHAsA CUCTEMA
AC3U — aBTOMaTU3UpOBaHHASl CUCTEMA B 3AIUIIIEHHOM
WCIIOJTHCHUH

NCIT[n — undopMaluoHHasl CUCTeMa NEPCOHATbHBIX JaHHBIX

KOU — kpunrorpaduuecku onacHasg HHPopManus

JIBC — nokanbHasi BBIYUCIUTEIbHAS CETh

MD — MexceTeBO#l 3KpaH

OC — omnepalnoHHasi CUCTEMA

I[I/IH — nepcoHaJIbHbIC JAHHBIE

I[IMB — nporpaMMHO-MaTeMaTu4e€CKO€ BO3IENUCTBUE

ITO — nmporpamMmMHoOe oOecIieueHrE

I[IDMUH — noOo4HbIE 3TE€KTPOMArHUTHBIE U3JYYEHUS U HABOJKH

CA3 — cucrema aHaiM3a 3alUIIEHHOCTH

C3U1 — cpeacTBa 3amuUThl HHGOpPpMALIUU

C3II[n — cuctema (moacuctema) 3allUThl MEPCOHATBHBIX JaHHBIX

CK3HM — cpeacTtBa kpunrorpaduueckoi 3amuThl HHGOpMaLUH

COB — cuctema oOHapyXeHHSI BTOPKEHUMU

TC — TexXHu4YeCKOoe CPENCTBO

YBIIJIH — yrpo3bl 6€30MacHOCTH MEPCOHAIBHBIX JaHHBIX

1.  OO6mue nmooxeHus
1.1. Tlonoxxenue o0 OpraHu3anyyd W MPOBEICHUIO PabOT IO

oOecrieueHnI0 0OE30MaCHOCTH TMEPCOHANBHBIX JaHHBIX MPU UX
aBTOMATU3UPOBAHHON 00paboTke B WH(GOPMAIIMOHHBIX CHCTEMaxX
NepCOHaNbHBIX JaHHbIX (mHanee — Ilomoxenue) paszpaboraHo B
cootBeTcTBUM ¢ DenepanbHbiM 3aKk0HOM Poccuiickoit denepanuu OT
27.07.2006  Ne 152-®3  «O  nepcoHanbHBIX  JAHHBIX»,
[TocranoBnenuem IlpaButenscrBa Poccuiickonn depepauuu  OT
01.11.2012 Ne 1119 «OO0 yTBepkJIeHUH TPEeOOBAHUM K 3aIUTE
NEPCOHANBHBIX JAaHHBIX MpU MX 00paboTKe B HMHQPOPMALMOHHBIX
cucTeMax MepPCOHATBLHBIX JTAHHBIX ), METOAUYECKUMHU
pexomenaamuamMu  @CTOK Poccum u O®CH Poccum B 1ensx
oOecrieueHrss 0€30MACHOCTH TEPCOHANBHBIX JIAHHBIX TPU  HX
00paboTke B MHOOPMAIIMOHHBIX CHCTEMAaX MePCOHATBHBIX JTAHHBIX.



1.2. TlonoxkeHue ompeaenseT MOPsAOK paboThl MepcoHaja
UCTI[Jn B wactu o6ecneuenusi Oe3zomacHoctu [I/IH mpu wux
o0paloTKe, MOpSAJOK pa30dMpaTeNnbCTBA M COCTABICHUS 3aKIOYEHHUN
no (axktaM HECOOJIOJEHMUS  YCIOBUW  XpaHEHUs HOCUTENeH
NEPCOHAIBHBIX  JAHHBIX,  HMCIOJIb30BAaHUSA  CPEACTB  3ALIUTHI
uHpopMaluu, pa3pabOTKy M HPHUHITHE MEp MO MNPEeAOTBPAILECHUIO
BO3MOXHBIX OIIACHBIX IIOCJICICTBHA TaKUX HApYyLIICHHUH, IOPSIO0K
OPUOCTAaHOBKM TmpenocraBieHuss IIJlH B cioydae oOHapykeHUs
HApyIICHU TMOpsIKa WX MPEIOCTaBICHUA, TMOPAIOK OOydeHHUs
nepcoHasia npaktuke pabdorsl B WCII[AH, nopsmok mDpoBEepKH
AEKTPOHHOTO XypHana obOpamenuit k MCII/{H, mopsmok KOHTpOIIS
COONIONCHUS ~ YCJIOBUH  HWCIOJB30BAaHUS  CPEICTB  3alUTHI
uH(pOpMaInH, IPETYCMOTPEHHBIE SKCIUTYaTalIMOHHONW M TEXHUYECKOM
JOKYMEHTaIMel, mpaBuia OOHOBJICHHSA  OOIIECUCTEMHOTO H
OPUKIIAJHOTO IPOrpaMMHOrO 0OecleyeHus, MpaBuila OpraHu3alUuU
AHTUBUPYCHOW 3amuThl U maposnbHOW 3amutel UCII/IH, mopsmok
OXpaHbl M JOIyCKa IIOCTOPOHHMX JIAIl B TIPEAENbl T'PaHULIbI
KOHTPOJIMPYEMOM 30HBI.

1.3. Tlpu obecnieyeHnn 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX
B UCII/JIH ¢ ncnosib30BaHUEM KpUNTOTrpaQUUECKUX CPENICTB 3aLUThI
UHpOpMalMu BCE COTPYAHUKH OOpa30BaTENbHOM OpraHu3aluu
00s3aHbl BBINONHATH TpeboBanus mnpukaza  DOCb Poccum or
21.02.2008 Ne 149/6/6-622 «TunoBsie TpeOOBaHUS 110 OPraHU3ALNH U
o0ecreyeHunto (YyHKIHOHUPOBAHUS MU (PPOBATILHBIX
(kpunTorpaMyecKkux) CpeACTB, MNPEIHA3ZHAYECHHBIX [UISI 3alIUThI
uHpopmaluu, HE  coJepXkamlieldl  CBEJACHUM,  COCTaBJISIONIUX
roCyJapCTBEHHYIO TaiiHy, B CIIy4a€ HUX HCIOJIb30BAHUS JJIA
oOecnieueHrss 0€30MaCHOCTH TEPCOHANBHBIX JAHHBIX MpPU  HX
00paboTke B MHPOPMAIIMOHHBIX CUCTEMAX NEPCOHAIBHBIX JAHHBIX).

2. Iopsimoxk padorel mnepconana HCIIIn B uactm
o0ecneuennsi 0ezonacHoctu I1/In mpu ux oopadorke B UCII/In

2.1. Jlomyck moJb3oBaTenel ajii paboThl Ha KOMITBIOTEpax
NCII/H ocyiiecTBisieTCs HA OCHOBAaHUHU MIPUKA3a, KOTOPBIA U3/1aeTCs
pyKOBOJUTENeM  00I1eo0pa3oBaTeibHOM  OpraHu3ailud, ©W B
COOTBETCTBUM CO CIIMUCKOM JIHUL, JomyuleHHbIX K padotre B UCII[Jn. C
LEeJIbI0 OOecreyeHus: OTBETCTBEHHOCTH 3a BEICHHE, HOpPMaJbHOE
(GYHKUMOHUPOBAaHME W  KOHTPOJb pabOThl  CPEACTB  3ALIUTHI
upopmauu B UCII[AH  pykoBoauteneM  oOpa3oBaTelbHOM
OpraHu3aliell Ha3HadaeTcs aJMUHUCTpPATOp OE€30MacHOCTU C LENbIO
KOHTPOJIA ~ BBIIOJIHEHUS ~ HEOOXOJUMBIX  MEPOINPHUSATHH  TIO
o0ecrieueHHI0  OE30MACHOCTH  OTBETCTBEHHBI 32  3aIUTY
uHdopMaIuu.

2.2. Tlomb3oBaTenb MMEET MPABO B OTBEIEHHOE €My BpEMs
pemiaTh IOCTaBJIEHHBIE 3aJa4yd B COOTBETCTBHM C IOJHOMOYHSMHU
noctyna k pecypcam MCII/IH. IlosHOMOYmMsi monb3oBaTeneil (poniu
MoJib30BaTeseil) kK MHGOPMAIMOHHBIM pecypcaM OIpeNessioTCs B



MaTpHIIe JOCTYyMa, yTBEPKAAEMON PyKOBOJUTEIEM 00pa30BaTeIbHON

opranm3zanuu. [Ipu sTom 11 xpaneHus uHbOpMalnu, coAep alen

[I/In, pa3pemaercsd HCIOIB30BaTh TOJIBKO MAIIUHHBIE HOCHUTENH

uH(popMaIK, YIYTEHHBIC B )KypHaJIe y4€Ta MAIIMHHBIX HOCUTENEH.

2.3. Tlosb3oBaTenb HECET OTBETCTBEHHOCThH 3a MPABUILHOCTh
BKJIFOYEHUSI M BBIKIIIOUEHUSI CPEICTB BBIYMCIUTEIBHON TEXHUKH
(CBT), Bxona B cucteMy U Bce AeiicTBus npu padore B MCII/IH.

2.4. Bxoja monb3oBaTeis B CUCTEMY MOXET OCYIIECTBIATHCS
M0 BBIJABAEMOMY €My D3JIEKTPOHHOMY HWIECHTH(PHUKATOPY WIU TIO
MIEPCOHAILHOMY ITAPOJIIO.

2.5. 3amwmch uH(popmaIumy, coJieprKaien [1/1H,
OCYULIECTBJISIETCS MOJIb30BATENIEM HAa ChEMHBIE MAIIMHHBIE HOCUTEIH
nH(OpMAITUH, COOTBETCTBYIOIIMM O0O0pa30oM YUYTEHHBIE B IKypHaie
y4€Ta MAIIMHHBIX HOCUTENEH.

2.6. Ilpu pabGore co CHEMHBIMH MAIIMHHBIMH HOCHUTEISIMU
uH(pOpMAaIIMU TMOJB30BATENb KXl pa3 mepen HadaloM paldoThl
00s13aH MPOBEPUTh MX HA OTCYTCTBUE BUPYCOB C HCIIOJIb30BAHHEM
IITATHBIX ~ AHTUBUPYCHBIX  IPOrpaMM,  YCTAaHOBJEHHBIX  Ha
komnbiorepax MHCIIn. B cmywae oOHapyXeHHS  BHPYCOB
[OJIb30BaTeNNb O053aH HEMEJJICHHO MpPEKpPaTUTh HCIOJIb30BAHHE
3apaX€HHBIX HOCHUTENEH U JIEUCTBOBATH B COOTBETCTBHH C
TpedoBaHusIMU JaHHOTO [lon0XKeHus.

2.7. Kaxnplii COTpyIHHK, y4YacTBYIOIIMA B paMKax CBOHX
(YHKIHMOHATBHBIX 00sI3aHHOCTEN B MPOLIECCAX aBTOMATU3UPOBAHHOMN
o0pabotku II/I[H ¥ WMMermMil JOCTYN K amnmapaTHbIM CpPEJCTBaM,
nporpaMmmHoMy  oOecrnieueHuto u  gaHHeiM  WCII[IH, Hecér
MEPCOHAIIBHYIO0 OTBETCTBEHHOCTD 33 CBOU JACHCTBUS U 00sI3aH:

— CTpOro CcoOONIOAATh YCTAHOBJIEHHBIE IIpaBWiIa OOECIICUEHMS
Oe3omacHoCcTH HH(OpMaLIMK IpU paboTe ¢ MPOrPaMMHBIMHU M TEXHUUECKUMHU
cpeacrBamu MUCII/H;

— 3HaTh M CTPOTO BBINOJHATH IMpaBWiia padOThl CO CPEACTBAMU
3aIUThl HHPOPMAIIMH, YCTAaHOBJICHHBIMU Ha KoMIibioTepax UCII/IH;

— XpaHUTh B TaliHE CBOM mapois (maposu). B cooTBeTcTBUM C 11.1I.
8.5., 8.6. manHoro IlojokeHUS W C YCTAHOBJIEHHON NEPUOJAMYHOCTHIO
MEHATH CBOW MapoJib (TapoJn);

— XpPaHUTh YCTAaHOBJICHHBIM MOPSIIKOM CBO€ WHIWBHIYalIbHOE
YCTPOMCTBO HWACHTUGUKAIMK (KIHOY) M JIpyrM€ pPEKBU3UTHI B ceide
(MeTamuyeckoM mkady);

— BBINIOJIHATh TpeOOBaHHWA 1O OpPraHU3alMH AHTUBUPYCHOU
3aIUTHI B OJIHOM 00BEME.

HeMenneHHO M3BECTUTh OTBETCTBEHHOTO 3a 3amUTy WHPOpMAuu U (WIJIH)

aIMUHUCTpaTopa  WHGOPMAIMOHHONW  0€30MmacHOCTM B ClOydae  yTepH
WHUBUyaJIbHOTO YCTpOHCTBA uaeHTUuKamu (Kioda, rutoken u T.J1.) Wik npu
MOJIO3PEHUN KOMIPOMETAIlMK JIUYHBIX KIIIOUeH U TMapoyieid, a Takke TpH
OOHapyKEHUHU:

— HapyIIEHUH [ETOCTHOCTU TIoMO (HaKJIeeK, HapyIIeHUU
WM HECOOTBETCTBHHM HOMEPOB MeYaTeil) Ha COCTaBIAIONIUX y3Jax U



omokax CBT wnm uHBIX (DAKTOB COBEpIICHHS B €ro OTCYTCTBHE
MOMNBITOK HECAHKIITMOHUPOBaHHOTO Aoctyna (nanee - HCJl) k naHHbIM
zanumnaeMeiM CBT;

— HECAaHKIIMOHUPOBAHHBIX (MPOU3BE/IEHHBIX C HAPYIIEHUEM
YCTAaHOBJIIGHHOTO  TOpSAJKAa)  M3MEHEHMM B  KOH(UTrypauuu
IporpaMMHbIX Miu anmnapatHbix cpencts UCIIIH;

— OTKJIOHEHUA B HOpPMaJbHOM paboTe CHUCTEMHBIX H
NPUKJIAJAHBIX TPOTPAMMHBIX CPEJCTB, 3aTPYIHSIONINX JKCILTyaTaIUIo
CBT, BbIxoma u3 CTpOsS WIM HEYCTOMYMBOTO (PYHKIIMOHHUPOBAHUSA
y310B CBT wnu nepudepuitHpix ycTpocTB (CKaHepa, MpUHTEpa H
T.IL.), @ TaK)Ke Mepe00eB B CHCTEME IEKTPOCHAOKECHHUS;

— HEKOPPEKTHOTO (PYHKIIMOHUPOBAHUSI YCTAaHOBJICHHBIX Ha
KOMITBIOTEPBI TEXHUYECKUX CPEACTB 3aIlUTHI;

— HEIPEeTyCMOTPEHHBIX OTBOJIOB ka0enen U
MOJIKJIFOYEHHBIX YCTPOUCTB.

[Tonb3oBaTENIO KATETOPUUECKH 3aIPEIACTCS:

— UCITIOJIB30BaTh KOMIIOHEHTBI POrpaMMHOTO u
anmnapatHoro obecrieueHust [I9BM B Hecity)KeOHBIX LEISIX;

— CaMOBOJIBHO ~ BHOCUTh  Kakue-nubo HU3MEHEHUs B
KoH(puUrypanuio anmnapaTtHo-miporpamMmubix cpeacts UCIAn wiwm
yCTaHABJIMBATH JIOMOJHUTEIBHO JIO0BIE TPOrPAMMHBIC U allllapaTHBIC
CpelcTBa, HE  MPEAyCMOTPEHHbIE  apXUBOM  JUCTPUOYTHUBOB
YCTaHOBJICHHOTO MPOTrPaMMHOI0 00€CIIeueHHs;

— ocyulecTBIsATh  0o0pabotrky II/IlH B  mpucyTCcTBHM
MIOCTOPOHHUX (HE AOMYIIEHHBIX K JAHHOW MH(QOPMAIMN) JIMLI;

— 3aMKChIBATH u XpaHUTh KOH(PUIEHIIUATIbHYIO
nH(pOopMaIuIo (conmepxantyro CBEJICHUS OTPaHUYECHHOTO
pacpocTpaHEHUs) HA  HEYYTEHHBIX  MAIUHHBIX  HOCHUTEJSX
uHpopmaIuu (TMOKUX MAarHUTHBIX AUCKAX M T.I1.);

— OCTaBJISITh BKIIIOUEHHBIM 0€3 MPUCMOTPAa KOMITBIOTEpP, HE
akTuBu3upoBaB cpenactsa 3ammuTel or HCJ[ (BpeMeHHy10 OJIOKHPOBKY
SKpaHa U KJIABUATYPHI);

— OCTaBJISITh 0€3 JIMYHOTO MPUCMOTpa Ha paboyeM MecTe
WM TIe Obl TO HHU OBUIO CBOE IIEPCOHAIBHOE YCTPOHCTBO
UJeHTU(UKAIIMN, MAIIMHHBIE HOCUTEIN U PACIIEUaTKH, COAEpKaIIHe
3aIUIIAEMYIO nH(popManuio (cBeneHus OTrpaHUYEHHOTO
pacnpocTpaHeHus);

— YMBIIIJIEHHO  UCHOJIb30BaTh  HEJOKYMEHTHUPOBAHHbIE
CBOMCTBA 1 OMIMOKHK B TPOrPaMMHOM OOECIIEYEHUH WM B HACTPOMKAX
CPEICTB 3allUThI, KOTOPbIE MOTYT NPHUBECTH K BO3HHUKHOBEHUIO
KPU3UCHOM CHUTYAIUU;

— pasmemath cpeactBa MCII[Ian Ttak, 4YrtoObl C He
CYILIECTBOBAJIO BO3MOYKHOCTH BU3yaJIbHOTO CUUTBIBAHUS
uHdopMaIuu.

2.8. Anmunuctpatrop 0e30macHOCTH (OTBETCTBEHHBINM 3a
3amuTy nHGOpPMAIIHK) 00s3aH:



— 3HaTh COCTAB OCHOBHBIX M BCIIOMOTATEIbHBIX TEXHHUYECKUX
cuctreM, u cpenctB (manee — OTCC u BTCC) ycTaHOBIEHHBIX H
cmoHTHpoBaHHbIXx B WCII/IH, mepedyeHb HCHOIB3yEMOT0 MNPOrpaMMHOIO
obecneuenus (nanee — [10) B UCI1/IH;

— KOHTPOJUPOBATh IEJIOCTHOCTh TeyaTeil (MIoM0, 3alUTHBIX
HakJieeK) Ha nepudepuiinoM obopynoBanuu, 3amuineHubix CBT u apyrux
YCTPOUCTBAX;

— NPOU3BOJUTH  HEOOXOJIMMBIE  HACTPOMKHM  TMOACUCTEMBI
yhopasienust goctynom, ycraHoBieHHbIXx B HCII[Ilm C3U or HCH wu
COMPOBOXK/JIATh UX B IPOLIECCE IKCILTyaTallUH, [IPU ITOM:

— peanu30BbIBaTh MOJHOMOYMS OCTyHa (YTEHUE, 3aIUCh)
UL KaXJO0ro  MOJb30BaTeNid K  3JIEMEHTaM  3allUIIAaeMbIX
nH(GOPMALMOHHBIX pecypcoB ((aiiinam, katajgoram, IPUHTEPY U T.1.);

— BBOAUTH  omucaHus  nonb3oBatener  HCIIJH B
uHpopmarmonnyto 6azy C3U or HC/I;

— CBOEBPEMEHHO YAAJIATh ONHCAHUA IOJIb30BATENECH U3
6a3pl nanHbix C3U mpu M3MEHEHHMM CIIMCKa JIOMYIICHHBIX K pabdoTe
i

— CBOEBPEMEHHO BHOCUTbh HW3MEHEHHUS W JONOJHEHHUS B
CIIUCOK COTPYAHHMKOB, NOMyIIeHHbIX K padote B UCII/IH;

— MIPOBOAUTh MHCTPYKTAXK COTPYAHUKOB — IOJIb30BATEIICH
KOMIIBIOTEPOB IO  MpaBuwiaM  pabOThl €  HUCIOJIb3YEMbIMU
TEXHUYECKUMHU CPEJICTBAMU U CHUCTEMaMU 3allluThl HH(OPMAIIUH;

— KOHTPOJIMPOBAaTh CBOEBPEMEHHOE (HE peXe YeM OJIMH pa3
B TeueHue 360 AHENl) mpoBeleHHE CMEHbI Mapoyiel uisl JOCTyIa
IoJIb30BaTene Kk komnerorepam u pecypcam UCII/IH;

— oOecrieunBaTh IMOCTOSIHHBIA ~ KOHTPOJb  BBITIOJHEHUS
COTPYOHUKAMU YCTAaHOBJEHHOIO KOMIUIEKCA MEPONPUITUNA IO
obecrnieuenuto 6e3onacuoctu nHpopmaruu B UCIT/IH;

— OCYILIECTBJISITh KOHTPOJIb TOpSANKA CO3JaHHUs, Y4YeTa,
XPaHEHUs U UCIOJIb30BAHMS PE3EPBHBIX U APXUBHBIX KOIMHUI MacCHUBOB
JAHHBIX;

— HacTpauBaTh U COMPOBOKIATH MOJACUCTEMBI PETUCTPAIIUU
U yueTa JecTBul noib3oBartenei npu padote B UCII/IH;

— BBOJUTH B 0a3y gaHHbIX C3U OT HECAaHKIIMOHUPOBAHHOTO
JOCTyMa OINUCAaHMWS COOBITHH, MOJJICKAIIMX PETUCTpallid B
CUCTEMHOM >KypHaJIE;

— MPOBOAUTH AHAJIN3 CUCTEMHOIO KypHAaJIa JJisl BHISBICHUS
MOMBITOK ~ HECAHKIIMOHWPOBAHHOIO  JIOCTyNa K  3allUIaeMbIM
pecypcam;

— OpraHW30BbIBAaTh Te4yaTh (haloB TMOJB30BaTENC Ha
MPUHTEPE M OCYIIECTBISATH KOHTPOJIh COOJIIOMECHUS yCTAHOBIICHHBIX
MpaBUJI U TIAPAMETPOB PETUCTPAIIMU M ydeTa OYMa)KHBIX HOCHUTEJICH
nH(pOpMaITUH. ConpoBoxaaTh MOJICUCTEMBI obecrieueHUs
nenoctnocty nHpopmarmu B UCIT/IH;



— nepuoandeckn TectupoBaTh ¢yHkuuu C3U ot HC/,
OCOOCHHO MpU M3MEHEHHHM MPOrpPaMMHOM Cpelbl W MOIHOMOYUN
HUCIOJIHUTEJICH;

— BOCCTAHABJIMBATH NPOTPAMMHYIO CpEAY, MNPOrpaMMHBIE
cpenctBa u HacTpoiiku C3U nipu cOo0sx;

— BECTH JIB€ Konuu nporpamMmmubix cpeacts C3U or HCJ u
KOHTPOJUPOBATH UX PAOOTOCIIOCOOHOCTD;

— KOHTPOJIMPOBATh OTCYTCTBUE HA MATrHUTHBIX HOCHUTEISAX
OCTaTOYHOM MH(OPMALINK IO OKOHYAHUHU pabOThI MOIb30BATEINEH;

— NEPUOJINYECKH OOHOBJISITh AHTUBHUPYCHBIE CpEACTBA
(6a3pl MaHHBIX), KOHTPOJHUPOBATH COOIIOJICHUE MOJb30BATEISIMHU
MOPSAZOK Y ITPAaBUJIA IPOBEICHNS] aHTUBUPYCHOI'O TECTUPOBAHUS;

— POBOAUTH PabOTy IO BBISBICHUIO BO3MOXKHBIX KaHAJIOB
BMemaTenscTBa B mporecc  ¢yHknuonupoBanus HCIAn wu
OCYIIECTBJICHUSI HECAHKIIMOHUPOBAHHOTO JIOCTYyNMa K HHGOPMalUU U
TEXHUYECKUM CPEACTBAM BBIUHUCIUTEIIBHOW TEXHUKU;

— COMPOBOXK/IATh TMOACUCTEMY 3alllUTHl MHPOPMALUU OT
YTEUKH 32 CYET MOOOYHBIX IJICKTPOMArHUTHBIX U3TYYECHUN U HABOJIOK,
KOHTPOJIUPOBAaTh COOJIOJEHUE TpPeOOBaHUN IO pPa3MEIICHUI0 U
UCIIOIb30BaHuI0 TexHnueckux cpeactBs UCIIH;

— KOHTPOJIMPOBATh COOTBETCTBHUE JIOKYMEHTAJIBHO
YTBEPKIAECHHOI'O COCTaBa aIlapaTHou U nporpammuoi yactu UCIIIx
peanbHbiM  KoHpurypanusm HMCII[JIH, Bect y4eT HU3MEHEHUI
anmnapaTHO-IIPOrpaMMHON KOH(PUTYpaluu;

— o0ecreynBaTh CTPOTrO€ BBHIIIOJIHEHHE TpPeOOBaHUU IO
oOecrieyeHnto  0€30MacHOCTM  MH(pOpMAUU TOpU  OpraHU3aluu
texHuueckoro ooOcnyxuBanus WCIIIH u oTmpaBKe €ro B PEMOHT
(KOHTPOIMPOBATh 3aTHpaHuE KOHPUICHIMATBHOU WHGOpPMAIMU Ha
MarHUTHBIX HOCHUTEJISIX C COCTABJIEHUEM COOTBETCTBYIOIIETO aKTa);

— MPUCYTCTBOBATh (Y4acCTBOBaTh) B pabOTax MO BHECEHUIO
MU3MEHEHHH B anmapatHo-niporpamMmuyo koHurypanuto UCIx;

— BecTH «KypHan yuéra HemraTHbix curyauuii MCII/IH,
BBITIOJIHEHUS MPOPUITAKTUYECKUX paOOT, YCTAHOBKH U MOAU(PUKAIINH
nporpaMMHbIX cpeAcTB Ha komnbroTepax UCITIn»;

— MOAJACPKUBATh YCTAHOBJIEHHBIM TOPSAOK NPOBEACHUS
AHTUBUPYCHOIO KOHTPOJISI COIVIACHO TpeOOBaHUSAM HACTOSIIETO
[lonoxkenut B cilyda€ OTKa3a CpEACTB M CHUCTEM  3aLIUTHI
nH(pOpMaIUU TPUHUMATH MEPHI 10 UX BOCCTAHOBJICHUIO;

— JIOKJIa/IbIBATh OTBETCTBEHHOMY 3a 3alllUTy WH(QOpMalLUH,
OoTBEeTCTBEHHOMY 3a »Jkcruryaranuioo HCII[IH o HenpaBoMepHBIX
JICUCTBUSAX TOJIH30BATENCH, MPUBOIAIINX K HAPYIICHUIO TPEOOBAHMIA
1o 3aruTe HHPOPMAIINH;

— BecT gokymeHrtanuio Ha HCIIIH B COOTBETCTBUU C
TpeOOBaHUSIMU HOPMATHUBHBIX JIOKYMEHTOB.

2.9. Anmunuctpatop O0€30MaCHOCTH W OTBETCTBCHHBIM 3a
3amuTy HHGOPMAIIMH UMEIOT TIPABO:



— TpeboBaTh OT COTPYIHHUKOB — nosb3oBaTeneit UCII/In —
COOJIOICHNS YCTAHOBIIEHHOM TEXHOJIOTUU 00paboTKH MHGOpMAIUU U
BBINOJIHEHHSI MHCTPYKLMH 110 00ECHeUYeHNI0 0€30IaCHOCTH U 3allUTe
uHdopmanuu B UCII/H;

— VMHUIMMPOBATh MPOBEACHUE CIIY>)KEOHBIX pacciel0BaHUi
no (axkTam HapylIEHUs YCTaHOBJIEHHBIX TpeOOBaHUI oOecnedeHus
3alUThl, HECAHKIIMOHUPOBAHHOTO JOCTYIA, yTpaThl, MOAM(PUKAILIH,
HOpYM 3alUINAeMOl MH(OpPMAaLUU M TEXHUYECKUX KOMIIOHEHTOB
NCTIdn;

= TpeOoBaTh MpekpamieHus o0paboTku HHPOpMAIMU B
cllydae HapyIlIeHUs YCTaHOBJICHHOTO MOPSAIKa padOT WM HapyIICHUs
(YHKIIMOHUPOBAHUS CPEJICTB U CUCTEM 3aLIUTHI HH(OPMALIUH;

— y4yacTBOBaTh B  aHaNU3€ CHUTyallud, KacaroIIUXCs
(YHKIITMOHUPOBAHUS CPEACTB 3AIIUTH HHPOPMAIIUU U PACCIEAOBAHUS
(paKTOB HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.

3. IHopsinok  pe3epBUPOBAHUA M  BOCCTAHOBJICHUA
padoTOCIOCOOHOCTH TEeXHHMYECKHX CPeACTB MW NPOrPaMMHOIO
o0ecnevennsi, 023 JAHHBIX, 3alIUIIACMONl MH(POPMAIIUN U CPEICTB
3al0MThl HHPOPMALMH

[lopssmok  pe3epBUpPOBAHHMA U BOCCTAHOBJIEHHUA PabOTOCHOCOOHOCTH
TEXHUYECKUX CpPEJICTB W NporpammHOro ooOecrneuyeHusi, 0a3 panHbix u C3U
onpenenseT AeUcTBUsA, cBs3aHHble ¢ (QyHkuuoHupoBanuem WCII[IH, mepsl u
CpelICTBa  MOJAEPKAaHUS  HENPEPhIBHOCTH  pabOTBI M BOCCTAHOBJICHHMS
pabotocnocoonoctu UCIT/IH.

[enbro HacTosimiero gokyMeHTa siBigerca 3ammTa siemeHtoB UCIIIH or
MIPEeIOTBPALIEHUS TOTEPHU 3AIUIIAEMON HH(POPMALIUH.

3agaun:

— OMpeJeNIeHHe Mep 3allUThI OT OTepU HH(MOPMAITNH;
— OIpEeIeJICHuE JEWCTBUM BOCCTAaHOBIICHUS B  Clydae IOTEpHU
uH(bopMaIuu.

Hevicteue  Hacrosiiero  llomoxkeHuss  pacmnpoctpaHsiercss Ha — BCex
1oJIb30BaTesel 00pa3oBaTeNbHOM OpraHM3alii, UMEIOUINX JOCTYIl K pecypcam
NCTI/IH, a Tak’ke OCHOBHBIM CHCTeMaM 00€CTIe€ueHUs HEMPEPHIBHOCTH PabOThI U
BOCCTAHOBJICHUSI PECYPCOB MPU BO3HUKHOBEHUW ABAPUNHBIX CUTYyalldil, B TOM
YyuUCJe:

— CHCTEMBI )KU3HEO0eCIIeUeHus;

— CHCTEMBbI 00€CTICYeHHs OTKa30yCTONYMBOCTH;

— CHCTEMBbI PE3EPBHOI0 KOMMPOBAHUS U XPAHCHUS JIAHHBIX;
— CHCTEMBbI KOHTPOJII (PU3NYECKOT0 JOCTYyIA.

IlepecmoTp  HacrosAmero  JOKYMEHTAa  OCYLIECTBIIIETCS IO Mepe
HEOOXOJMMOCTH, HO HE peke OJHOr0 pasa B JIBa roja.

OTBeTCTBEHHBIM  pPaOOTHUKOM 32  pearnpoBaHWe HA  WHIUICHTHI
0e30MacHOCTH, MPUBOAAIIME K OTEPE 3alUIaeMoil nH(OPMaLUH, U 382 KOHTPOJIb
o0ecrieyeHrss MEpONpUATUNA MO MPEeIOTBPALICHUIO HHIMJIEHTOB O€30MacHOCTH,
MPUBOMSIIUX K TMOTEpE 3aluiaeMor WHGOPMAIUH, SBISIETCS AIMUHUCTPATOP
0€30IMaCHOCTH.



[IpoucmectBue, cBsizZaHHOE cO cOOeM B (PYHKIIMOHUPOBAHHH 3JIEMEHTOB
NCIIdu, mnpenocraBiasieMbix mnoJsb3oBatensim HWCII[IH, a Takxke mnorepei
3amuinaeMoi uHpopmanuu (nanee — MHUMAEHT), MOXKET IPOU30UTH B PE3yJIbTaTe:

— HENpeIHAMEPEHHBIX AEUCTBUH IOJIb30BATEIICH.

— IpEeIHAMEpPEHHBIX JEHCTBUMN MTOJIB30BATEIECH U TPETHUX JIULL.

— HapyLIEHUS IpaBWIl dKCIulyaTauuu Texaudeckux cpeacts UCII/IH.

— BO3HUKHOBEHMsI ~ BHEIITATHBIX  CUTyalUd U OOCTOSITEIBCTB
HENPEOJ0JIMMON CUIIBI.

Bce peiictBus B mpouecce pearMpoBaHus Ha MHOMIAEHT JOJDKHBI
JIOKYMEHTUPOBATHCSI OTBETCTBEHHBIM 33 pearupoBaHue pabOTHUKOM B «KypHaie
y4eTa HEIUTATHBIX CUTYaLHil»

B kparuaiimiie Cpokd, HE MPEBBIIIAIOIIME OAHOrO padoyero aHs,
OTBETCTBEHHBIE 3a pearupoBaHve pPaOOTHUKU OOpPa30BATENBHOW OpraHU3alUu
PEANPUHUMAIOT MeEpBI o BOCCTaHOBJICHHIO paboTOCIIOCOOHOCTH.
[IpeanprHrMaeMble MEpPBl 110 BO3MOXXHOCTH COIVIACYIOTCSI €  BBIIIECTOSLIUM
pykoBoacTBoM. [lo HEoOX0aUMOCTH, UepapXus MOXKET ObIThb HApPYIIEHA, C LIEJbIO
MOJTyY€HUS! BBICOKOKBAJIM()UIMPOBAHHON KOHCYJIbTAllUN B KpaT4YallIe CPOKH.

Bce kputnynble nomenieHus: 00pa3oBaTEIbHON OpraHu3aluu (IOMeIleHus,
B KOTOpbIX paszmemarorcs snemenTsl MCIIJIH w cpexcrBa 3amiuThl) IpU
HEOOXOJUMOCTU  JIOJDKHBI ~ OBITh  OOOpYIOBaHbl ~ CpPEICTBaMU  IOKapHOM
CUTHAJIN3ALMU U IT0KAPOTYIICHHUS.

JUiss  BbIMoJIHEHHsT  TpeOOBaHMM 1O  AKCIUTyaTalluu  (TeMmIeparypa,
OTHOCHUTEJbHAS BJIAXKHOCTh BO3/yXa) MporpaMmMmHo-anmapaTHeix cpeacts MCII/Ix
B IOMELICHUSX, [J€ OHHM YCTAHOBJIEHBI, JOJDKHBI TPHUMEHSTHCA CHUCTEMBI
BEHTWISILIUU U KOHJUIMOHUPOBAHMS BO3AYXa.

JUiss  mpenoTBpaiieHus MOTepb HH(OpMAUMU TPU  KPATKOBPEMEHHOM
OTKJIFOYEHHUH BJIEKTpo3HEprun Bce KiroueBble 3neMmeHTol MCIIIH, cereBoe u
KOMMYHHKAIIMOHHOE OOOpy/lOBaHUE, a TakKe Hambojee KpPUTHUHbIE pabouune
CTAaHLIMM MOTYT MOJKIIOYAThCSI K CETH DJJIEKTPONUTAHUS 4Yepe3 HCTOYHUKH
OecriepeOoitHOoro nuraHus. B 3aBUCMMOCTH OT HEOOXOAMMOI'O BpEeMEHHU pPadOThI
pECYpCOB TOCJE€ TOTEPU MHUTAHUS MOTYT IPUMEHATHCS CIEAYIOIIHE METOMAbI
PE3EPBHOTO AIEKTPOIUTAHHUSA:

— JIOKaJIbHBIC HCTOYHUKH OecriepeboitHOTO
ANIEKTPOIUTAHNS C PA3JIUMYHBIM BPEMEHEM NUTAHUSA I 3alUTHI
OTJIETIbHBIX KOMITBIOTEPOB;

— MCTOYHHUKHU Oecriepe00iHOro MUTaHUs C AOTOIHUTEIbHON
(yHKUMEN 3aUTHI OT CKAYKOB HAMPSKEHUS;

— 1yOnIupOBaHHbIE CUCTEMBI ANEKTPONUTAHUS B
YCTpOMCTBAX (CepBepbI, KOHIIEHTPATOPbI, MOCTHI U T. 11.);

— pEe3epBHbIE  JIMHUK  DJIEKTPONUTAHUS B  Ipeaenax
KOMILICKCA 3J]aHUl;

— aBapUIHBIE AJIEKTPOTr€HEPATOPHI.

CucreMbl obecriedeHHs] 0TKa30yCTOMYMBOCTH BKIIFOYAIOT TEXHOJIOTUU:

— KJIaCTEpU3aLnY;

— M30BITOYHBIX MACCHUBOB HE3aBHUCHUMBIX MECTKUX IHCKOB
RAID.



Jlns oGecnieueHnst 0TKa30yCTOMYNBOCTH KpUTHYHBIX KoMoHeHToB MCII/In
npu cboe B paboTe 00OpyIOBaHUS U MX aBTOMAaTHYECKOW 3aMEHBI O€3 MPOCTOEB
JIOJDKHBI  MCTIOJIb30BAaThCSl  METO/Bl  KJIacTepu3aluu. MOryT HCIOIb30BaThCA
CJIEIyIOLIME METOMbl KJACTEepHU3aluu: JJIsi HauOojgee KPUTUUYHBIX KOMIIOHEHTOB
HUCIIIH JoMKHBI UCIHOJIB30BAaTHCS TEPPUTOPUATBLHO  YAAJNEHHBIE CHUCTEMBbI
KJIACTEPOB.

JIJist 3aIIUTBI OT OTKA30B OTAENIBHBIX JUCKOB CEPBEPOB, OCYIIECTBIISIIOLIUX
00paboOTKy M XpaHEHHE 3allUIaeMON HH(POpPMALUU, JOKHBI HCHOJIb30BATHCS
texHonoruu RAID, kotopeie (kpome RAID-0) mnpumensitor ayOnupoBaHue
JTAaHHBIX, XPAaHUMBIX Ha IMCKaX.

Cucrema pe3epBHOrO KONHUPOBAaHUS M XPAHEHUs JIaHHBIX, JIOJDKHA
o0ecrieunBaTh XpaHEHHE 3allUIIaeMoi HHQPOpPMAIMM Ha TBEPABIH HOCHUTENb
(>KeCTKHM TUCK, ONTUYECKUM TUCK U T.IL.).

Pe3epBHOE KONMMPOBAHWE U XPAHEHHUE JAHHBIX JIOJHXKHO OCYLIECTBISATHCA HA
NEePUOINYECKON OCHOBE:

— JUTst 00pabaThIBaEMBIX NMEPCOHANBHBIX JAHHBIX — €KEHENEIbHOE
pe3epBHOE KONMMPOBAHUE C COXPAHEHUEM KOMUW Ha (paiiJloBOM cepBepe HIn
poOotusupoBanHoil 6MbauoTeke LTO ¢ moCTOSHHBIM XpaHEHHUEM HE MEHeEe
YETBIPEX MMOCIEIHUX BEPCUIM PE3EPBHBIX KOIN;

— U1 TEXHOJOTM4ecKoM uH(popManuu — He pexe 1 pasa B 6
MECSLIEB;

— ATaJOHHbIE KOIUU IPOrPaMMHOIO oOecrieueHus
(omepanMoOHHBIE CHCTEMbI, IITATHOE H CHEHUAIBHOE IMPOTPAMMHOE
o0OecrieyeHue, MOpPOrpaMMHBIE  CPEACTBa  3allUTBI), C  KOTOPBIX
ocymecTBisieTcss ux ycraHoBka Ha anemeHTol MCII/IH — He pexe | paza B 6
MECALIEB, U KaXIbId pa3 NpH BHECEHUH M3MEHEHHI B 3TAJIOHHBIE KOIUU
(BBIXOJT HOBBIX BEpCHUHL).

CpeMHBIE HOCHUTENIH, Ha KOTOpBIE MPOU3BEIECHO PE3EpBHOE KOMMPOBAHHUE,
JOJDKHBI  ObITh IPOHYMEpPOBAHbl: HOMEPOM HOCHUTENs, JaTOd TpPOBEACHUs
PE3EPBHOIO KOIUPOBAHUS.

Hocurenu nomkHBI XpaHUTbCS B HECTOpaeMoOM IIKady WM MOMEIICHHUH,
00Opy/IOBaHHOM CHUCTEMOW TMOKapoTylleHuss (MO BO3MOXKHOCTH B 3/IaHUH,
TEPPUTOPHUAIBHO YAAIEHHOM OT 37aHus B KoTopoM pazmenaerca UCIT/IH).

OTBETCTBEHHOCTh 3a NIPOBEICHHE MEPONPUATHA IO BOCCTAHOBJIEHUIO
pabOTOCTIOCOOHOCTH TEXHUYECKUX CPEACTB W MPOrPaMMHOrO obecrieueHus: 6a3
JAHHBIX BO3JIaraeTcsl Ha aIMUHUCTPATOpa O€30MaCHOCTH.

OTBETCTBEHHOCTh 3a MPOBEACHHE MEPONPUATHI IO BOCCTAHOBIIECHUIO
cpeacTtB 3ammThl uHpopmanuu (nanee — C3U) Bo3znaraeTcss agMUHHCTpaTOpa
0€30MacHOCTH.

4, Iopsinok koHTpOJst 3amUThHI HHPopMmanun B UCII/In
U NpPUOCTAHOBKH mnpenocraBieHus II/Iln B ciydyae oOHapy:keHust
HapyLIeHUM nopsiaka 170, npeaocraBJeHUs. Hopsaaok
pa3oupaTebCTBA M COCTABJIEHUS 3aKJII0OYeHHl 1o (Pakram
HECOOJIIOJIEHUsl YCJIOBMI XPAHEHUSI HOCHTeJeil TepPCOHAJIbHBIX
AAHHBIX, HCIOJb30BAaHUA CPEICTB 3alUMThl HHPoOpMAUUHM U



NPUHATHE MepP MO0 TNPeJIOTBPALIEHUI0 BO3MOKHBIX OINACHBIX
NOCJIeACTBUI
4.1. Kontposb 3amutsl uHpopmanuu B UCII/IH — xomruiekc

OpraHU3allMOHHBIX M  TEXHUYECKUX  MEPOINPHUATUN, KOTOpbIC

OpraHU3yIOTCA M OCYIIECTBIAIOTCS B LEMAX NPEAyNpekICHUS U

IpeceueHUuss BO3MOKHOCTH TMOJYYEHUS TMOCTOPOHHUMHU JIUIIAMU

OXpaHSIEeMbIX CBEJICHU, BBISBJICHUS W TIPEIOTBPAIICHUS YTEUYKU

uHbOpMAIIMM 10 TEXHUYECKMM KaHajaM, HCKIIOUYEeHHUS WU

CYLLIECTBEHHOI'O0 3aTPYAHEHUS HECAHKIIMOHHPOBAHHOIO J0OCTyHa K

uHpOpMallMK, XHUIICHUS TEXHUYECKHMX CPEICTB W  HOCUTENeH

uH(pOpMallMK,  TMPEAOTBPAILICHUS  CIEUUATIBHBIX  MPOrPaMMHO-

TEXHUYECKUX BO3JICHCTBHIA, BBI3BIBAIOIIHNX HapylIeHue

XapaKTepUCTUK 0€30MacCHOCTH UH(POPMALIUKA MIH PabOTOCTIOCOOHOCTH

CUCTEeM HH(OPMATHU3ALIHH.

4.2.  OCHOBHBIMU 33J]a4aMU KOHTPOJIS SIBJISIOTCS:

—IIpOBEpKa OpPraHU3allMy BHITIOJIHEHUS] MEPONPUITHI MO 3alluTe
uHpopMaluu B 00pa3oBaTeNIbHON opraHu3aluy, yuyéta TpeOoBaHUH IO
3amure  uHbOpMAMM B pa3pabaThlBaéMbIX  IUIAHOBBIX U
pacnopsiIUTENbHBIX JOKYMEHTAX;

— BBISIBJICHUE JeMacKUpyOUX mpu3HakoB 00bexToB MCIT/H;

—YTOUYHEHHE 30H IepexBara oOpabaThiBaeMONl Ha OOBEKTaxX
uH(popManuy,  BO3MOXHBIX  KaHajJoOB  yTeUYKH  HH(OpManuw,
HECAaHKIIMOHUPOBAHHOTO JOCTyNa K HEH U NPOrpaMMHO-TEXHUYECKUX
BO3JIECTBUI Ha HH(DOpPMALHIO;

— IPOBEPKA BBINIOJHEHUS YCTAaHOBJICHHBIX HOPM U TPEOOBaHUH 1O
3aluTe MHPOpMAlUUKU OT YTEYKH IO TEXHUYECKUM KaHalaM, OLIEHKa
JOCTATOYHOCTH M A(P(PEKTUBHOCTH  MEPONPUATHA TIO  3aIIUTE
uHdopMaIuy;

—TpoBepka BhIMOJIHeHUsT TpeboBanuit mo 3amure WMCIIIH ot
HECAaHKIIMOHUPOBAHHOTO JOCTYIIA;

—IPOBEPKa BBINOJHEHUs] TPEOOBAHUN MO aHTHBUPYCHOM 3allUTe
aBTOMATU3UPOBAHHBIX CUCTEM U aBTOMATU3UPOBAHHBIX PA0OUYUX MECT;

—IpoBepKa 3HAaHUI pabOOTHUKOB IO BOMNpPOCaM  3alllUThI
uH(POPMAIIMU U UX COOTBETCTBHSI TPEOOBAHUSM YPOBHS MOATOTOBKH ISl
KOHKPETHOTO pabovyero Mecra;

—ONEPATUBHOE TMPUHATUE MEp IO MPECEYEHUI0 HapyLIEeHUN
TpedoBanuii (Hopm) 3auThl HHGopmarmu B MCII/IH;

—pa3paboTKa MPEIJIOKEHUNW 10 YCTpaHEHUIO (OCIa0JICHUIO)
JNEMACKUPYIOIIMX MPU3HAKOB MW TEXHUYECKUMX KaHAJIOB  YTEUKH
uHpopmanuu.

4.3. Konrtponp 3amuthl UHPOPMAIUA TPOBOJUTCS C YUETOM
pealbHbIX YCJIOBHM MO BceM (U3UYECKUM TOJSM, MO KOTOPHIM BO3MOXEH
nepexBaT wuHbopmaruu, upkymupyromein B WCII[n VYupexnenus, u
OCYILECTBISIETCS MO OOBEKTOBOMY MPUHLUIY, MPU KOTOPOM Ha OOBEKTE
OJTHOBPEMEHHO TPOBEPSAIOTCSI BCE BOIMNPOCHI  3aAIIUTHl  HHPOPMAIIH.
[lepedyeHb KaHaJOB YTEUKH YCTAHABIMBAETCS B COOTBETCTBUU C MOJENBIO

yrpo3.



4.4. B xoae KOHTPOJISI IPOBEPSIOTCS:

— COOTBETCTBHE TPHUHATHIX Mep 1O 00eCIeueHUI0
0€30I1acCHOCTH MepCcoHaNIbHBIX HaHHBIX (Hanee — Ob [1/1x);
— CBOEBPEMEHHOCTh U TIOJHOTA BBIMIOJHEHUSI TPEOOBAHMIA

Hactosiiero [lonoxkeHus u JIpyrux pyKoOBOASIIMX J0KyMeHTOB Ob

I11H;

— MOJIHOTA  BBIABJICHUS  JEMACKUPYIOUIUX  MPU3HAKOB

OXpaHsieMbIX CBelleHUd 00 0O0BbeKTaxX 3alllUuThl U BO3MOXHBIX

TEXHUYCCKUX KaHAJIOB YTEUKH WH(OPMAITNHU, HECAHKIIMOHUPOBAHHOTO

JOCTylla K HEd ¢ NPOTPAMMHO-TEXHUYECKHUX BO3JCHCTBAM Ha

uH(pOPMAIIHIO;

— 3G ()EKTUBHOCT, TMPUMEHEHHUS OpPTaHU3ANMOHHBIX U

TEXHUYCCKUX MEPOIPHUATHH TI0 3aIuTe HHPOpMAInu;

— YCTpaHEHUE PaHEEe BBISIBJICHHBIX HEJOCTATKOB.

Kpome Ttoro, mMoryr mpoBOAUTHCS HEOOXOJIMMBIE HU3MEPEHHUS U PACUETHI
OpUTJAICHHBIMA JJI1 TUX I1eJedl chenuaiucTaMu OpraHU3allluM, HUMEIoIen
cooTBeTcTBYIOMME auiieH3uu @CTIK Poccun.

4.5. OCHOBHBIMH BHJAMH TEXHUYECKOTO KOHTPOJIS SBISIOTCS
BU3YaJIbHO-ONTUYECKUN KOHTPOJb, KOHTPOJIb 3(G(HEKTUBHOCTH 3allUThI
uHpopMaIuu  OT YTEYKHM IO TEXHUYECKUM KaHajaM, KOHTpPOJb
HECAaHKIIMOHUPOBAHHOTO JIOCTynma K HHQOpMalMd U MPOrpaMMHO-
TEXHUUYECKUX BO3/ICUCTBUN HA HHPOPMAITHIO.

4.6. IlomydeHHble B XOJE BEICHHWS KOHTPOJSA PE3yJbTaThI
00pabaThIBaIOTCA M aHAM3UPYIOTCS B LENSIX ONPEETICHUs] JOCTATOUYHOCTHU
1 3G (PEKTUBHOCTH MPEANUCAHHBIX MEP 3allUThl MHPOPMAIIMU U BBISIBJICHUS
HapywieHuid. IIpu oOHapyXkeHuM HapylmleHUH HOpPM U TpeOOBAHMI IO
3amuTe WHGOpPMALUM  AJIMHUHUCTpATOp OE30MacHOCTH  JIOKJIAJIbIBACT
PYKOBOJMTEIIO /Il MPUHATUS UMHU PEIICHUS] O MPEKpalleHuu 0O0paboTKU
uHOpMaAIlUU W TIPOBENCHUS, COOTBETCTBYIOIIUX OPTraHU3AIMOHHBIX U
TEXHUYECKUX MEp [0 YCTPAHEHWIO HapylleHus. Pe3ynbTarsl KOHTPOJIS
3amuThl HHGOpMaIK OPOPMIISIOTCS aKTaMU JMOO B COOTBETCTBYIOIIUX
KypHaJIax y4yeTa pe3yJbTaTOB KOHTPOJIS.

4.7. HesblnonHeHNE TPEANUCAHHBIX MeponpuaTuii no 3ammute [1/1H,
CUMTAETCSI MPENOCHUIKON K yTeuke HHGOpMaInK (Janee — MPeArnochliKa).
[To kaxmoil MNpearnochbulKe IS BBIACHEHUS OOCTOSITENILCTB M MPUYUH

HEBBITOJHEHUSI YCTAHOBJIEHHBIX TPEOOBAaHUN MO YKa3aHUIO PYKOBOAUTENS WIIU
OTBETCTBEHHOTO 3a 3alUTy UH(OPMALIUK MPOBOJUTCS pacCieIOBaHUE.

Jlns mpoBeeHust pacciieloBaHusl Ha3HAYaeTCs KOMMCCHUSI C MPUBJICYCHUEM
aaMuHUCTpatopa 6e3omacHocTH. KoMuccus o0si3aHa yCTaHOBUTh, UMEJIA JIK MECTO
yT€4YKa CBEJACHUU, U OOCTOSTEILCTBA €M COMYTCTBYIOIIWE, YCTAaHOBUTH JIHUII,
BUHOBHBIX B HApYIICHUH MPEIMMCAHHBIX MEPONPHITHI MO 3amuTe uHpopmaimu,
YCTaHOBUTH MPUYHUHBI M YCIOBHUS, CIIOCOOCTBOBABIIIME HAPYIIICHUIO, U BHIPAOOTAThH
peKoMeHAalMu 1o ux ycrpaHeHuto. [lociie oOkOHYaHUA paccieioBaHUs
PYKOBOJIUTENH MPUHUMAET PEIICHUE O HAKa3aHWW BUHOBHBIX JIUI] U HEOOXOIUMBIX
MEpONPUATHUSX 110 YCTPAHEHUIO HETOCTATKOB.

4.8. Benennwe KOHTPOJS 3aUTHl WH(DOpPMAIMK OCYIIECTBIACTCS
NyTEM NPOBEACHUSA MEPUOANYECKHUX, IUIAHOBBIX M BHE3AMHBIX IPOBEPOK



00BeKTOB 3amuThl. [lepuonmueckue, MIaHOBBIE W BHE3AMMHBIC MPOBEPKH
OOBEKTOB  OpraHU3alMd  TMPOBOAATCS, KAk  TPaBWiIO,  CHJIAMH
aIMUHHUCTpaTopa Oe30macHOCTH H(UIM) OTBETCTBEHHOTO 3a  3allUTy
uHopMaIMu, B COOTBETCTBUM C YTBEP)KIEHHBIM IIJIJAHOM WU 10
COTJIaCOBAHUIO C PYKOBOJIUTEIIEM.

4.9. Opnoit u3 ¢GopM KOHTPOJIS 3aIUTHl MH(POPMALUU SBIISETCS
oocnenoBanue 00bekToB UCIIJIH. OHO IPOBOAUTCS HE pe’Ke OJHOTO pa3a B
rog pabouedt Tpynmoil B cocTaBe aJIMHUHHUCTpaToOpa O€30MacHOCTH,
OTBETCTBEHHOTO 3a  3alHUTy HWHPOPMAIMHA, OTBETCTBEHHOTO  3a
sKcIUTyaTaruio oobekta. g odcnenoBanus MCII[An MoxxeT mpuBieKkaTbes
opranuzanus, umeromas guneHsnio @CTIK Poccun Ha nedarenbHOCTH MO
TEXHUYECKOU 3aI1uTe nHPpOopMaIuu.

4.10. O6cnenoBanue MCII[H mpoBOAUTCS € WENbIO OMpPEIEICHUS
COOTBETCTBHSI TMOMEIICHUN, TEXHUYECKUX U MPOrPAMMHBIX CPEICTB
TpeOOBaHMSIM MO 3auuTe WHOOPMAIMU, YCTAaHOBJIEHHBIM B «ATTEcTaTe
COOTBETCTBUS» M(WJIM) TpeOOBaHUSAM IO OE€30MAaCHOCTH IEPCOHAIBHBIX
JTAHHBIX.

4.11. B xoxe oOcaeoBaHUs MPOBEPSIETCS:

— COOTBETCTBHE  TEKYIIUX  YCIOBUH  (PYHKIIMOHUPOBAHUS
obcnemyemoro oobekta MCIIJIH yclnoBuUsAM, CIOXKHUBIIUMCS Ha MOMEHT
MIPOBEPKHY;

— COOMIOJICHUE  OpraHU3alMOHHO-TEXHUYECKHX  TpeOOoBaHMIA
IIOMEIIEHNN, B KOTOpbIX pacnoaraerca UCII/IH;

— COXPaHHOCTh MedYaTeil, MMIOMO Ha TEXHUYECKUX CpEeICTBaX
nepegayd U 00paboTku uHGOpMALUM, a TaKXKe€ Ha YCTPOWCTBAX HX
3allUThI, OTCYTCTBUE MOBPEKICHUNU HSKPAHOB KOPITYCOB almaparyphl,
0005109eK KabeIel M X COCIMHCHUHN ¢ IIIMHAMU 3a3CMJICHHS;

— COOTBETCTBUE BBITIOJTHSEMBIX ~ Ha  OOBEKTE NCIIn
MEpOTNPUATUNA 10 3amuTe WHOOPMAIMU JaHHBIM, HW3JI0KCHHBIM B
HACTOSAILEM MOJIOKEHUU;

— BBITIOJIHEHHE TpeOOoBaHMI TO0 3amure WHGOPMAIIMOHHBIX
CUCTEM OT HECAHKIIMOHUPOBAHHOTO I0CTYIA;

— BBINOJIHEHHE TPEOOBAHMI 110 AHTUBUPYCHOM 3aIlIUTE.

4.12. JIns BBISBICHUS PAMOAICKTPOHHBIX YCTPOWCTB U TPOBOOB
HEU3BECTHOTO HA3HAYEHUs, MPEIHAMEPEHHOrO0 HapYIICHUS 3alUTHBIX
CBOMCTB OO0OpyJIOBaHMs, a TaKkKe HE MPEAYCMOTPEHHBIX MpaBUIaAMU
AKCIUTyaTalli OTBOJOB OT OOOPY/IOBAaHUSI U COCIUHUTENBHBIX JIMHUM,
MPOJIOKEHHBIX B BBIJICJICHHBIX M 3alUIIAEMbIX MOMENIEHUSX, a TaKXKe
JPYTUX HapyUIEHUHW U CIMOCOOOB BO3HUKHOBEHHUS KAHAJIOB YTEUKH
nH(popMauu He0OX0IUMO:

— TIIATEIPHO OCMOTPETh MeOenb, CyBEHUPHI (OCOOCHHO
WHOCTPAHHOTO TPOMU3BOJICTBA), OOOpPYJOBaHUE, YCTAaHOBJICHHOE B
3TOM MIOMEILICHHH, OCBETUTEIIbHYIO amnmaparypy, HUTITN
OTOIUTEIBHBIX OaTapei, MTOPbI, OKOHHBIE TPOEMBI U T.JI.;

— BCKPBITb W OCMOTPETh  PO3ETKH,  BBIKJIIOYATENN
OCBETUTEJIbHOW CETH, JIIOKM BEHTWISIIUM W KaHAJIbl CKPBITOM
MIPOBOJIKY;



— IPOBEPUTh  KAYECTBO  YCTAHOBKM  CTEKJIONIAKETOB

OKOHHBIX IIPOEMOB;

— MIPOBECTH anmapaTypHy NPOBEPKY ITOMEIICHHUS Ha

OTCYTCTBME BO3MOXXHO BHEJAPEHHBIX JJEKTPOHHBIX YCTPOMCTB

nepexBata  uHPopMauuMd (OIpU  HAJIMYUM  COOTBETCTBYIOLIEH

anmnaparypsl), Ipu HEOOXOAUMOCTU ISl IPOBEACHUS TaHHBIX BHUIOB
pabor MOTYT MIPUBJICKATHCS OpraHH3alnu, UMEIOLINE
cooTBeTcTBYIONME NuiieH3uu ®Ch Poccun.

4.13. T'ocynapCTBEHHBIM KOHTPOJIb COCTOSIHUS 3aIIUThI MH(pOpMau
ocymectBisieTcss OenepanbHO CIyKOBI IO TEXHUUYECKOMY U IKCIIOPTHOMY
koHTposito Poccum u DenepanpHoi ciryk00i Oe3omacHoctn Poccum B
paMKax MX  IIOJHOMOYHMW B  COOTBETCTBHUM C  JICMCTBYIOIIUM
3aKkoHoAaTensCcTBOM Poccuiickon ®enepaumu. JlocTynm IpencTaBUTENEN
yYKa3aHHBIX (eepanbHbIX OPraHOB HMCIOJIHUTEIHHOW BIACTH HA OOBEKTHI
JUTSL TIPOBEJICHUS MIPOBEPKH, a TaKke K paboTraM M JOKyMEHTam B oObeMe,
HEOOXOJAMMOM  JIJIi  OCYILECTBIIGHUS KOHTpPOJs, oOecreunBaercs B
YCTaHOBJIEHHOM MOPSAAKE MO MPEIbSBICHUHM CIYXKEOHOIO YIO0CTOBEPEHMS
COTPYOHHMKA, a TakXKe JOKyMEHTa YCTAaHOBJIEHHOW (OpMbI Ha MPaBO
IIPOBENICHHUSI IPOBEPKHU.

4.14. Knaccudukanus HapymieHuit 3amutsl [T/

Hapymenus, cBsi3aHHbIE C BBINOJIHEHHEM TpeOOBaHUN PYKOBOISALINX
JIOKYMEHTOB 10 0€301acHOCTH MH(pOpMAaIMi, ¢ MPUMEHEHUEM CPEJCTB 3alUThI
uH(pOpMAlMM W pasrpaHUYCHHEM JOCTyNa, HCIOJIb30BAHUEM TEXHUYECKOTO,
IpOrpaMMHOro obecniedeHus: HMH(POPMALMOHHBIX CHUCTEM, IO CTENEHH UX
OIMACHOCTH LEIECO00pa3HO pa3/IeTUTh Ha:

— HapyuieHus 1 - o KaTeropuy;

— HapyllIeHus 2 - Ol KaTEerOpuH;

— HEKATErOpUPOBAHHBIE HAPYILICHHUS.

K HapymeHusMm 1-0f KaTeropum OTHOCSTCS HAPYLICHMs, MOBJIECKIIME 3a
coboil pasrnameHue (yTeuKy) 3allUIIaeMbIX CBEJIEHUM, yTpaTry OyMa)KHBIX
JIOKyMEHTOB M MAarHUTHBIX HOCUTENEH MHPOpPMALMU, YHUUYTOKEHUE (MCKAKCHHE)
UHPOPMAIIMOHHOTO U TPOTrPaMMHOIO OOEcleueHusl, BBIBEJACHHUE U3 CTPOs
TEXHUYECKUX CPEICTB.

K HapymeHussM 2-0il KaTeropuM OTHOCSTCS HApYLICHHs, B PE3yJbTaTe
KOTOPBIX BO3HUKAET BO3MOXHOCTb pas3rjameHus (yTeuKd) 3allMIIaeMbIX
CBECHUN WM YyTpaTbl OyMaXXHbIX JIOKYMEHTOB M MAarHUTHBIX HOCHUTEIEH
uH(pOpMaIUU, YHUYTOKEHUS (MCKaXEeHHs) MH(OPMAILIMOHHOTO M IPOrpPaMMHOTO
oOecrieueHus1, BEIBEJCHUS U3 CTPOSI TEXHUYECKUX CPENICTB.

OcranbHble HapyUIEHUs, HE BOUIEAINIME B MEPBYIO M BTOPYIO KaTETOpHUH,
OTHOCATCA K HEKaTErOPUPOBAHHBIM HAPYILICHUSM.

Hapymenus 1-0ii kaTteropum:

— yTpata OyMaXXHBIX JIOKYMEHTOB W MArHUTHBIX HOCHUTENICH
uHbOpMaInK, CoAepKaIIUX OXpaHseMble (KOH(UICHIINATbHbIEC) CBEICHMUS;

— JEUCTBUS ~ PabOTHUKOB  CTPYKTYPHBIX  TOJpa3/eicHU,
NPUBEAIINE K MCKAKEHHUIO WIM Pa3pyLICHUI0 OXPaHAEMbIX CBEICHUN WIIU
MHBIX 3alHAIIAEMBIX PECYPCOB;



— YMBIIIJIEHHAs pa3paboTKa, UCIOIB30BaHUE U PACIIPOCTPAHEHUE
BPEJOHOCHBIX MporpaMMm (IporpamMM - BHPYCOB M T. II.), a TaKxke
HelpeaHaMepeHHble (10 XaJaTHOCTH) BUHOBHBIC JIEMCTBUSI, MPUBEAIINE K
UCIIOJIb30BAHUIO U PACIIPOCTPAHEHUIO TAKUX MPOTrpaMM;

— HECaHKIIMOHUPOBAHHAsI KOPPEKTUPOBKA aIpecHON HHPOpMaluu
MapHipyTOB U IMyTeH KOMMYTAIlMM TEXHUYECKUX CPENCTB IMOJIb30BaTeIe
JTAHHBIX U COOOIICHUI B MH(GOPMAIIMOHHBIX CETSIX;

— KOMITPOMETAIIMS CPEJICTB 3aIUThI HHGOPMAIINH;

— HECaHKIMOHUPOBAHHBIN JOCTYII K 3allMIIIaeMOi HH(GOpMaLUY;

— HECaHKIIMOHUPOBAHHbBIE JICHCTBHUS paOOTHUKOB, HAIlPaBJICHHBIC
Ha cOOp, HAKOIUIEHHE U 0000IIEHNE OXPAHSIEMBIX CBECHUM.

Hapyumenus 2-0it kaTeropuu:

- KOMIIPOMETALUs IMapOIeH;

— HECBOEBPEMEHHAs 3aMEHa Maposiei U UACHTU(HUKATOPOB MPH UX
KOMITPOMETAIINH;

— BBIBOJI MH(OpMAIIMHU, COJIEpKallleld OXpaHseMble CBEICHUS, Ha
HEYUYTEHHbIE HOCUTENIM HH(OPMAIIUU U MAIlIMHHBIE JJOKYMEHTHI;

— HECAaHKIIMOHUPOBAaHHOE BHECEHHWE W3MEHEHUH B IPOrpPaMMHOE
uH(pOpMalMOHHOE o0ecrieueHne HHPOPMAIIUOHHBIX CUCTEM;

— HECAaHKIIMOHUPOBAaHHOE  OTKJIOYEHHUE  CPEACTB  3ALIUTHI
uHdopMaIuy;

— CaMOBOJIBHOE OTKJIIOYEHUE CPEJICTB AHTUBUPYCHOM 3aIUTHL;

— HECaHKIIMOHHUPOBAHHOE MOAKIIOYEHUE K BBIYUCIUTEIIBHON CETH
HEIITATHBIX TEXHUUYECKUX CPEACTB 00paboTkM uH(opManuu (Hampumep,
JUYHBIX NOPTATUBHBIX KOMIBIOTEPOB U T.I1.);

— BXOJ B CHUCTeMYy B 00X0J cucTeMbl 3anuThl (3arpy3ka OC c
(G31-KapThl Wi 3arpy3ouHoro CD);

— OTCYTCTBHE  pasrpaHMyEHUss JOCTyna K  HMH(popMauH,
colepikalie  oXpaHseMble  CBeACHHMA W oOpabaThlBaeMoi B
MHOTOIIOJIb30BATEIbCKOM pEeXHUME, NMpU padoTe mo TexHosoruu "KinueHt-
CepBep", a Taroke J0CTyNa U3 IPYyrux UHPOPMAIIMOHHO - BBIUUCITUTEIHHBIX
CeTe| Mo KaHajaM KOPIOPATUBHOW WM OTKPBITON CETH;

— HapylIeHUe TMOpsiKa Yy4eTa, XpaHeHHs M oOOpalleHus co
CpeICTBaMH pa3rpaHUyYEHUs 10CTyIa K HHGOpMaluu.

[lepeyenb ~ KaTErOpUPOBAHHBIX  HApPYLIEHUW  JODKEH  €XKEroJHO
KOPPEKTUPOBAThCS W JOBOJAMUTHCA JO BCEX paOOTHUKOB, pabOTaAOIMX C
3alMIIAEMBIMH PECYPCAMH.

4.15. OnepaTuBHas peakiys Ha HApYLIEHUs peKuMa 0€30MaCHOCTH
PaboTHukM  00s13aHBI HEMEMJIEHHO YBEJOMJISITh  HEMOCPEICTBEHHBIX

PYKOBOAMTENIEH U OTBETCTBEHHOIro 3a obOecreueHue OezonacHocTu I1/IH numa o
Cllydasix HapyUICHHs 3alUThl WK 00 0OHApYXEHHBIX YS3BHUMOCTAX (ClIaboCTAX) B
UH(GOPMAILIMOHHBIX CUCTEMAaX U CPEICTBAX 3ALUTHL.

OyHKIUA CBOEBPEMEHHOW M AaJICKBAaTHOM PEAKUMHU HA BbISBICHHBIE
HapymieHus 3amuthl [1J[H, TpeOyrommux onepaTuBHOTO pearupoBaHMs, HAPUMED,
TaKMX Kak OOHApYKCHHE W HEUTpaau3alus BTOPKEHHM XaKEpPOB WM BHEAPECHUE
NpOrpaMMHBIX BHUpPYCOB, Bo3znaratorcsi Ha Anamunuctparopa HWCIIIn wu
Anvunuctpatopa OeszonmacHoctd WCIIJIH. DT paOOTHUKKA TOJDKHBI  OBITH



JIOCTYITHBI B T€YEHUE pab0vero BpeMeHH (JIMYHO, MO TelePOHY HIIN IIEKTPOHHOMN
1oyTe).

PaGoTHukHM 00pa3oBaTEeNbHOW OpraHM3alMU JOJDKHBI OoOpamarbcsi K HUM
npyu OOHApY)KEHUM MPU3HAKOB HapyuieHus 3aumThl [IJ[H B cooTBeTcTBUM C
YCTaHOBJIEHHOM ITPOLIEAYPOM.

4.16. PaccnenoBanue WHIUACHTOB, CBSI3aHHBIX C HapYyIICHUSIMHU

3amuTsl 1110

[lo xaxI0My HWHUUIEHTY, CBA3aHHOMY C HapyuieHweMm 3amutbl [I/IH B
o0pa3oBaTeNbHOM  OpraHM3aliH, JODKHO  MPOBOAMTHCS  paccieOoBaHUE.
OTBETCTBEHHOCTh 332 IPOBEJCHHE pPACCIEIOBAaHUA BO3JIaraeTcsi Ha  JIUI]
OTBETCTBEHHBIX 3a oOecneueHue 0e3onacHocTu I1/1H.

B pesynbraTe paccienoBaHus HEOOXOAUMO OIPEIETHUTh:

— HapymuTens (Hapyuureneid) 3amuTsl [1)H;

— KaTErOpUI0 HApPyLIEHHUs] W BEIWYMHY HAHECEHHOIO
yiiepOa (eciii OH €CTh);

— MIPUYUHBI, IPUBEAIINE K HAPYIICHUIO;

— MEphl W CpEJCTBA, HEOOXOIUMBIC [IJIsl JIMKBUIAIIUU
HEXEJATEIbHbIX MOCIEICTBUI;

— MEpbl U CPEJCTBA, HEOOXOAUMbIE ISl JIMKBUJAIUU WIIH
ocllabJieHus] IPUYMH, MPUBEIIINX K HApYIICHUIO, YTOOBI MOAOOHBIC
HapYUICHUS HE TTIOBTOPSIIUCH B Oy IyIIIEM.

Pe3ynbTaThl paccieqoBaHusl JOJDKHBI OPOPMIISITBCS AOKYMEHTalbHO. Bun
HapyIIeHUs, €CJIM TaKOBOrO0 HE ObUIO paHee, JOJKEH ObITh BKIIIOYEH B NEpPEUYCHB
KaTErOPUPOBAHHBIX HAPYIIEHUN 1O 3amuThl [1/1H.

5. Ilopsanok o0ydenusi nmepconajia npakruke padorsl B UCIIIn B
yacTH odecnevyeHusi 0€30MaCHOCTH MEePCOHATBHBIX JAHHBIX

5.1. Tlepen wnawaiom padorel B WCIIJIH monp30BaTean JAOJKHBI
O3HAKOMUTBCSI C HMHCTPYKIUSMH [0 HCIOJb30BAHUIO MPOTPAMMHBIX U
TEXHUYECKUX CPEJCTB, MO MCIOJIb30BAHUIO CPEJICTB 3alIUThl MH(POpMAIMK TIO]
pPOCIIUCE.

5.2. Tlonp3oBaTenu MAOJKHBI MPOJAEMOHCTPUPOBATh AIMUHHCTPATOPY
O6e3omacHOCTH W (WMJIM) OTBETCTBEHHOMY 3a 3allUTy HHGOPMAIMKM HaJu4He
HEOOXOJMMBIX 3HAHMM M YMEHWMM [JIi BBITIOJIHEHUS TpPeOOBaHUN HACTOSIIETO
[Tonoxenust. AQMHUHUCTpaTOp O€30MAaCHOCTH JOJDKEH BECTH KypHaJI Yyuera
MPOBEPOK 3HAHUM U HABBIKOB TMOJIb30BATEIICH.

5.3. Tlomwp3oBarenu, JAEMOHCTPUPYIOIINE HEAOCTATOYHBIC 3HAHUS U
yMeHHUsl 1Jig o0ecreueHusi 6€30MacHOCTH MEePCOHATBHBIX TaHHBIX B COOTBETCTBUU
¢ TpeOOBaHUSIMHM HACTOSIIETO MoJ0kKeHus, K padote B UCII[IH He qomycKaroTCs.

5.4. OTBETCTBEHHbIM 32 OpraHu3alui O0y4YeHUs U  OKa3aHue
METOMYECKON MOMOIIH B YUPEKICHUN SIBIISICTCS aIMHHUCTPATOP 0€30M1aCHOCTH.

5.5. Jlna mnpoBeneHus 3aHATUH, CEMHUHAPOB M  COBEIIAHUM MOTYT
MIPUBJICKATHCS CIEITUAIUCTHI IO TPOTPAMMHOMY M TEXHHUUECKOMY 00ECTICUCHHIO, a
TaKXKe CICIHAIMCTBI OpraHoB 1Mo arrecTanuu o0bekToB MCIIIH, opranmu3ammii-
mnen3natoB @CTOK Poccun u ®CH Poccun.

5.6. K pabore B UCII/IH gomyckaioTcsi TOJIBKO COTPYAHHUKHU MPOIIEIIINE
nepBuuHbId UHCTPYKTaX Ob (ocHOBBI GezomacHoctr) B MCII/IH u moka3zaBime



TBEpPIbIE TEOPETHUECKUE 3HAHWUSA U TMPAKTHYECKHE HABBIKKM, O 4YEM JIeNaeTcCs
COOTBETCTBYIOIIAasA 3amuch B JKypHaiie y4é€ra MOJab30BATENEH, JOMYIIEHHBIX K
UH(OPMAIMOHHBIM CUCTEMAaM MEPCOHANBbHBIX IaHHBIX.

5.7.  AnMuHHCTpaTOpy 0€30MacHOCTH PEKOMEH0BAHO UMETh MPOPUILHOE
oOpazoBaHue (JTUOO0 AUIUIOMBI O TIOBBIIICHUM KBATM(HUKAIIMK) B 00JaCTH 3aIUThHI
uHdopMaIuu. Pexomennyercs MIPOXOXKJICHUE aIMUHUCTPATOPOM
CHEIUATN3UPOBAHHBIX KYpCOB MO aJIMHUHUCTPUPOBAHUIO CPEJICTB  3AIUTHI
nHopmaruu, ucnonbzyeMbix B UCI/IH.

6.Ilopsinok mNpoBepKH JJIEKTPOHHOI0 3KypHa/Ja oOpalleHUul K
HUCIIn

6.1. Hacrosmmii pa3gen [lomokeHust ompenenseT MOPSIOK
IIPOBEPKH JIEKTPOHHBIX KypHaAI0B oOpaenuii Kk pecypcam UCII/IH.

6.2. TIpoBepka 3JIEKTPOHHOTO XypHaja OOpaIieHHil TPOBOIUTCS C
LEJbI0 BBISBICHUS HECAHKIWOHWPOBAHHOTO JOCTYyINIa K 3alIMIIAEMOMU
unpopmanuu B UCIT/IH.

6.3. [IpaBo nmpoBepKH 3MEKTPOHHOTO KypHaIa 0OpaIleHUi UMEIOT:

— aJIMUHHUCTpPATop 0€30MacHOCTH;
— OTBETCTBEHHbIN 3a oOecnieueHue 6ezonacHoctu 11/1H;
— PYKOBOJUTENH 00pa30BaTENIbHOIN OpraHu3aluu.

6.4. Ha rtexuuueckux cpencrBax MCIIJIlH, Ha  KOTOpBIX
YCTaHOBJICHBI CIIEHUATN3UPOBAHHBIE CPEJCTBA 3aIIUTHI HH(pOpMAIUK (J1anee
— C3U) npoBepka 3JIEKTPOHHOTO KypHaja MPOU3BOJAUTCS B COOTBETCTBUU C
npuiaraeMbeiM K ykazanasiM C3U1 PykoBoactBom.

6.5. Ecim B Xome mepuoauyecKuX, IUJIAHOBBIX WM BHE3AITHBIX
nposepok  UCIIAn  BeisiBaensl caydan HCJ k  unbopmanuu
KOH(HIEHIIMATIBHOTO XapaKTepa, TO BCTyNaeT B CUily I.11. 4.6., 4.7. TaHHOTO
[TonoxeHnus.

6.6. IIpoBepke mojiexar Bce nekTpoHHblie xypHainsl UCITJIH.

6.7. TlpoBepka AOMKHA TMPOBOJIUTHCA HE PEXKE, YeM OJUH pa3 B
HEJENI0 C LEJIbl0 CBOEBPEMEHHOI'O BBISBICHHUS (PAKTOB HapyIIECHUS
TpeboBaHuii HacTosiero Ilonoxenus.

6.8. ®akThl NPOBEPOK OJICKTPOHHBIX >KYPHAIOB OTPAXKAIOTCA B
CHELUATBHOM JKypHAJIe IPOBEPOK AJIEKTPOHHBIX KypHAIOB. [locie kaxnoi
NPOBEPKH AJMHHHCTPATOp OE€30MaCHOCTH JE€JaeT COOTBETCTBYIOLIYIO
OTMETKY B JKypHAaJIe U CTABUT CBOIO POCIIHCh.

/.IlpaBWjIa AaHTUBMPYCHOM 3aIIUTHI

7.1. Hacrosmue npaBuia ONpeAessitoT TpeOOBAHUS K OpraHU3aLNH
samuThl 00bekTa MCII/IH oT pazpymiaromiero Bo3AeHCTBHUS BPEIOHOCHOTO
nporpammHoro  obecriedueHuss  (I[10), KOMIBIOTEPHBIX BHUPYCOB U
YCTaHABJIMBAET  OTBETCTBEHHOCTh  PYKOBOJIUTENS W COTPYAHHUKOB,
AKCILUTYaTUPYIOLIUX U COMPOBOXKAAIOMNUX KoMIbIOTEPHI B cocTtaBe MCII/IH,
3a uX BbINOJHEeHHE. Hacrosmume mnpaBwiia pacnpoCTPaHAIOTCS Ha BCE
oowvekTsl UCIIJIH 00pa3oBaTenbHON OpraHU3AIIHH.



7.2. K wucrnonb3oBaHMIO Ha  KOMIBIOTEpaX  JIOMYCKAaOTCS
cepTU(UUMPOBAHHbIE  AHTUBUPYCHBIE  CPEACTBA,  LEHTPATU30BAHHO
3aKyIUIEHHbIE Y Pa3pa00TYMKOB (TOCTABIIMKOB) YKa3aHHBIX CPEJICTB.

7.3. VYcraHOBKa M HavallbHas HACTPOMKA CPEICTB AHTUBUPYCHOTO
KOHTPOJII  HAa  KOMIIBIOTEpax  OCYIIECTBISETCS  aIMUHUCTPATOPOM
0€30MacHOCTH.

7.4. AamuHucTpatop 0€30MaCHOCTH OCYIIECTBIISIET MEPUOINYECKOE
OOHOBJICHUE aHTUBUPYCHBIX MMAKETOB U KOHTPOJIb UX PAOOTOCTIOCOOHOCTH.

7.5. Spnblk (ccpuika) Uil 3alycKa AaHTUBUPYCHOW NPOrPaMMBbI
JIOJKEeH OBITh JOCTYTIEH BCEM MOJIb30BATEISIM HHPOPMAIIMOHHOM CUCTEMBI.

7.6. ExeHenmenbHO B Havasie pabOTHI, TOCIE 3arPy3KH KOMITBIOTEpPA B
aBTOMATUYECKOM PEXUME JOJDKEH MPOBOAMTHCS AHTHUBUPYCHBIA KOHTPOJb
BCEX JIMCKOB U (aillIoB KOMIIBIOTEPOB.

O0s13aTeTbHOMY aHTUBUPYCHOMY KOHTPOJITIO TIOJJICKUT JTF00ast nHpopMarus
(TexctoBbie Gaitsbl T00bIX (popMaToB, (aiyibl TaHHBIX, UCTOJHSIEMBbIC (ailibl),
uH(popMaIusl Ha ChEMHBIX HOCHUTENSAX (MarHUTHBIX AHCKaX, JieHTax, CD-ROM u
T.1.). KoHTponb  ucxopsmeid  uHbopManuu  HEOOXOAMMO  IPOBOJUTH
HEIMOCPEACTBEHHO Mepes apXMBUPOBAHUEM M OTHPABKOW (3alMChIO HA ChEMHBIN
HOCHUTEJIb).

Hacrpoiiku cpencTB aHTUBHUPYCHOM 3alUTHI JOJKHBI OBITh BBIMOJHEHBI B
COOTBETCTBUM C TpEOOBAHUAMU OE30MAaCHOCTH  MEPCOHANBHBIX  JaHHbBIX
onpeneneHHbiMu i1 gaHHoM WCII/IH ypoBHs 3ammimeHHocTH. Hactpoiiky
CPEIICTB aHTUBUPYCHOM 3aUTHI BBIIOJIHAET aIMUHUCTPATOP O€30MaCHOCTH.

7.7. @aiinbl, TIOMEIIaeMble B 3JEKTPOHHBIA apXHUB Ha 3JIEKTPOHHBIX
U MarHUTHBIX HOCUTENSX, JOJDKHBI B 00S3aTEIbHOM MOPSAJIKE MPOXOIUTh
AHTUBUPYCHBIM  KOHTpOJb. llepuonuueckue NTPOBEPKU  BIEKTPOHHBIX
apXMBOB JIOJKHBI POBOAUTHCS HE PEKE OJTHOTO pa3a B MECHIL.

7.8. VYcranaBiaumBaeMoe (M3MEHsEMOE) MpPOrpaMMHoe oOecreueHne
JOJDKHO OBITh TMpEABAapUTEIbHO IPOBEPEHO Ha OTCYTCTBHE BHUPYCOB.
HemocpenctBeHHO — 1ocie  YCTaHOBKM — (M3MEHEHHS) MPOTrPpaMMHOTO
o0ecrniedyeHnss KOMIbIOTEPa, aAMUHUCTPATOPOM OE30MaCHOCTH JI0JKHA OBIThH
BbITIOJTHEHA aHTUBUpPYCHas npoBepka UCII/IH.

7.9. Ha xoOMIBIOTEpHI 3ampemaeTcs YCTaHOBKAa MPOTPAMMHOTO
o0ecrniedeHus1, He CBA3aHHOTO C BHIMOJIHEHUEM (DYHKLINN, TPETyCMOTPEHHBIX
TEXHOJIOTUYECKUM TPOIecCOM 00padOTKH HHGOPMAIIUH.

7.10. IIpu BOBHMKHOBEHUHU MOJO3PEHHUS HA HAIMYNE KOMIBIOTEPHOTO
BUpyca (HeTunuyHas padoTa MporpaMM, TMOSIBICHHE TpapUUecKux u
3BYKOBBIX 3(PPEKTOB, MCKaXEHU MaHHBIX, MpomajaHue (PaiioB, 4acToe
MOSIBJICHUE COOOIIEHUH O CHCTEMHBIX OIMMOKaX M T.I.) IOJb30BaTEllb
CaMOCTOATENBHO (WJIM BMECTE C aJMUHUCTPATOPOM OE30MacHOCTH) JOJIKEH
IPOBECTH BHEOUEPEAHON aHTUBUPYCHBIA KOHTPOJIb KOMIIBIOTEPA.

B cnydae oOHapyxeHHss Tpu TPOBEACHHH AaHTUBUPYCHOM TMPOBEPKU
3apaKEHHBIX KOMITBIOTEPHBIMU BUpycamMu (aijioB MOJIB30BATENb 00sI3aH:

— MPUOCTaHOBUTH 00paboTKy nanubix B MCII/IH;
— HEMEIJIEHHO TIOCTaBUTh B HU3BECTHOCTh O (hakTe

OoOHapy>XeHMsI 3apaXCHHBIX BHpPyCOM (ailioB aJIMUHHCTpPATOPA



0€30MacHOCTH, a TaKXKE CMEXHBIC IMOAPA3ICICHUS, HUCIIOIb3YIONNE

3TH (aiisel B paboTe;

— COBMECTHO C BJIQJICTIbLIEM 3apaK€HHBIX BUPYCOM (haiioB

MPOBECTH aHAJIN3 BO3MOKHOCTH, JAJTBHEUIIIETO UX UCTIOJIb30BAHUS;

= MIPOBECTH JICUCHUE WM YHUYTOKEHHE 3apPaKCHHBIX
daiinos.

7.11. OTBETCTBEHHOCTH 3a OPraHU3AIMIO0 AHTUBUPYCHOT'O KOHTPOJISI B
HUCIIIH B cCOOTBEeTCTBMM C TpeOOBaHMAMU Hacrtosiero IlomoxeHus
BO3JIAraeTcsi Ha OTBETCTBEHHOTO 3a 3alIUTy UH()OPMAIIHUH.

7.12. OTBETCTBEHHOCTH 33 IPOBEICHUE MEPOINPHUATUNA aHTUBUPYCHOU
3amuThl B KoHKpeTHOW MCII/IH m coOmiomeHne TpeOOBaHMIT HACTOSIIETO
[TonoxxeHust Bo3nmaraeTcd Ha aJIMUHUCTpAaTOopa O€30MaCHOCTH M BCEX
noas3oBareneit qannou MCITH.

8. IIpaBuia napoJibHOI 3alIIUTHI

8.1. Jlannple  mpaBWia  PErJIAMEHTUPYIOT  OpraHU3alMOHHO-
TEXHUYECKHUE MEPOIPUITHS 110 00ECIIEYEHHUIO MPOLIECCOB T'€HEPAIH, CMEHBI
u npekpaimieHus nevicrsus napoieid B UCII/IH, a Takske KOHTPOJIb AEHCTBUIA
110JIb30BaTeNeH Mpu paboTe C MapoJIIMHU.

8.2. OpraHu3alluOHHOE W TEXHMYECKOE O0OECIeueHHue MPOIECCOB
IeHEPALUH, UCIIOIb30BAaHUsI, CMEHBI U IIPEKPAIICHUS ACUCTBUSA MapoJiel BO
Bcex moacucremax MCII/IH M KOHTponb OEWCTBHUN IMOJB30BATENEH NpPH
paboTe ¢ mapoJsIMU BO3JIaraeTcsl Ha aIMUHHUCTPAaTOpa 0€30MaCHOCTH.

8.3. Jluunble mapoiauM MOJDKHBI TEHEPHUPOBATHCS W PaCHpPEAeNAThCs
LEHTPAJIM30BaHHO 1100 BBIOMPATHCS NIOJIB30BATENSIMU OBT
CaMOCTOATENBHO C YYETOM CIEAYIOIHNX TPEOOBAHMIA:

— 1apoJib JOJKEH ObITh HE MEHEE 6 CHMBOJIOB;

— B 4HCIE CHMBOJIOB Tapojsl O00S3aTeNbHO JIOJKHBI
PUCYTCTBOBATh OYKBBI B BEPXHEM WJIM HIDKHEM pPErucTpax, mudpbl
W/WJIM CTieIalIbHbIe CUMBOJIBI (@, #, $, &, *, % u T.11.);

— CUMBOJIBI MApOJICH i paOOoYMX CTaHIMMA, HAa KOTOPBIX
YCTaHOBJICHO CpEIICTBO 3aIUTHI uHbopMaIu OT
HECAaHKIIMOHUPOBAHHOIO JIOCTYIA, JOJDKHBI BBOJUTBCA B PEXKUME
JATUHCKOMN PAacKIIaJKH KJIAaBHATYPHI;

— napojib HE JOJDKEH BKJIOYaTh B ce0d  JIETKO
BBIUMCIISIEMBbIE ~ COYETAHHWS  CUMBOJIOB  (MMEHa, bamunuu,
HauMeHoBaHuss APM u T.1.), a Takke OOILLIETPUHATHIE COKpPAILCHHS
(OBM, JIBC, USER u 1.11.);

— IIPU CMEHE MapoJisi HOBOE 3HAYEHUE JOJDKHO OTJIMYATHCS
OT MPEIBIAYIINX;

— M0JIb30BaTENIb HE UMEET MpaBa CoOOIATh JIUYHBIA MapOib
JIPYTUM JIALIAM.

Bnagenbupl maponeil  TOJDKHBI OBITh O3HAKOMJIEHBI T1OJ POCIHUCH C
NEPEYUCIICHHBIMH BbIIlIe TPEOOBAHUSAMU U MPEIYNPEXKIECHB 00 OTBETCTBEHHOCTH
3a HCIIOJIb30BAHME IMapoJieil, HE COOTBETCTBYIOUIMX JI@aHHBIM TpPEOOBAaHUSAM, a
TaKKe 3a pas3rialleHre NapobHON HHPOPMAIIH.



8.4. B cmydae BO3HUKHOBEHHS HEINTaTHBIX CHUTyarui, ¢opc-
MaXOPHBIX OOCTOATEIBCTB M T.II. TEXHOJOTUYECKON HEOOXOIUMOCTH
UCIIOJIb30BaHUSl MMEH U THaposied COTPYJHUKOB (MCIIOJIHUTENEHW) B HX
OTCYTCTBHE, COTPYIHUKH OO53aHbI Cpa3y K€ IIOCJIEe CMEHbl CBOUX IapoJiel
UX HOBBIE 3HAUEHUs (BMECT€ C HMEHAaMH COOTBETCTBYIOIIMX YYETHBIX
3amnMceil) B 3all€4aTaHHOM KOHBEPTE WJIM ONEYaTAHHOM IIEHAJIE MepeaaBaTh
Ha XpaHEHUE PYKOBOJUTEINIO CTPYKTYPHOTO MOJpa3/esieHus. 3anedyaTaHHble
KOHBEPTHI (TIE€HAJbl) C MAPOJSMU HUCIOJIHUTENEH JOJKHBI XPAHUTHCA B
HEJOCTYITHOM MECTE y PYKOBOJIUTEISA CTPYKTYPHOTO MOpa3AeICHHS.

8.5. [Tlomnas mmaHoOBasg CMEHA IapOJICH IIOJIB30BATENICH JOJDKHA
IPOBOJUTHCS PETYIISIPHO, HE pe’Ke OJHOTO pa3a B TeueHue 360 nHe.

8.6. BueruaHoBasi cMeHa JIMYHOTO MApOJSl WIM yJAJICHUE YyYETHOU
3anucu nosb3oBaTenss UCII[H B ciyyae mpekpaieHusi ero MmoaIHOMOYHUI
(YBOJIbHEHHE, TIEpeXoJi Ha JpPyryr padboTy BHYTpU 0OOpazoBaTEIbHOMN
OpraHuM3alMi  T.[I.)  JOJDKHAa  HPOU3BOAUTHCS  AAMHHHCTPATOPOM
Oe3omnacHocTH (JIMOO HOBBIM IOCTOSTHHBIM I10JIb30BATENIEM) HEMEIJIEHHO
1ocjie OKOHYaHMS TOCJEIHEro ceaHca paboThl JAHHOTO IOJb30BATENs C
CUCTEMOM Ha OCHOBaHMHU yKa3aHUs HayaJIbHUKA OTJIENA.

8.7. BHemuaHoBas MoONHasg CMEHa Napojied BCeX IMOJb30BaTeNeh
JOJKHA TIPOU3BOJIUTHCS B CITyyae MPEKpaLIeHUs] TOJTHOMOYMH (YBOJIbHEHHE,
Nepexo]l Ha JpYryi paboTy BHYTpH 0Opa3oBaTelIbHONM OpraHu3aluu U
Jpyrye 00CTOSTENbCTBA) AIMUHUCTpATOpa 0€30MaCHOCTH.

8.8. B ciydae koMIpoMeTanuu JWYHOTO Mapojs MOJIb30BaTEINS
UCII[IH  nmomkHbl  OBITH  HEMEMNJIEHHO NIPEANPUHATBI  MEpbl 10
BOCCTAHOBJICHUIO MTAPOJIbHOM 3aILUTHI.

8.9. Kontpons neiicTBuil mosip3oBaTeNnell mpu padoTe ¢ MapOISIMH,
cOOJTIO/ICHNE TIOPSAIKAa UX CMEHBI, XPAaHEHHUS U WCIIOJIb30BAHUS BO3JIAraeTcs
Ha a/IMUHUCTpPAaTOpa OE30MaCHOCTH.

O.IlpaBuja O0OHOBJIEHMSI OOIIECMCTEMHOr0 ¥  MPHKJIATHOIO
NMPOrpaMMHOIo0 odecrneyeHmsi, TeXHu4eckoro oocay:kuBanuss MCIIIn

9.1. Hacrosimme  mpaBuia  perVIAMEHTHPYIOT  oOecrieueHue
6e3omacHocTH MHGOPMAIIMK TIPU MPOBEICHUH OOHOBICHUHU, MOAU(PUKAIINH
OOIIECUCTEMHOTO W TNPHUKIAAHOTO  MPOTPAMMHOIO  OOecreyeHus,
TEXHUUYECKOTO OOCITY>KUBAHUS U TP BOSHUKHOBEHUM HEIITATHBIX CUTYyaIUi
B pabore UCII/IH.

9.2. Bce m3MeHeHUs KOHPUTYpAIUi TEXHUYECKUX U MPOTPAMMHBIX
cpeacts MCIIIH nomKHBI TPOU3BOAUTHCS TOJIBKO HA OCHOBAaHWU 3asBOK
OTBETCTBEHHOTO 3a 3KCIUTyaTanuio KoHkpetHoro UCIT/IH.

9.3. IIpaBo BHeceHHs H3MEHEHUW B KOH(MUrypalMio amnmapaTHo-
nporpaMMHBIX  cpeAcTB 3amuineHHblx MCIIAH npemgocraBisieTcss B
OTHOIIEHUH CHUCTEMHBIX U NPUKIATHBIX MPOTPAMMHBIX CpPEACTB —
aIMUHUCTPATOPY OE30MaCHOCTH;

9.4. H3menenue KoH(pUTypamuu anmapaTHO-IPOTPAMMHBIX CPEJICTB
HUCIIIlH kem-mubo, KpOMe BBIIIENEPEUNCICHHBIX YITOJTHOMOYCHHBIX
COTPYIHUKOB U MOAPA3CICHUN, 3AIIPEIICHO.



9.5. Ilpouenmypa BHeceHHs M3MEHEHHMH B  KOH(UTYpaIUIO
CUCTEMHBIX M NPHUKIaAHbIX nporpaMMHbIX cpeacTB MCII/IH nHnnunpyercs
3asIBKOM OTBETCTBEHHOTO 3a 3kcrutyaranuio NCIT/IH.

9.6. B 3asdBKe MOTyT yKa3bIBaThCs CIEAYIOIINE BUIbI HEOOXOIUMBIX
M3MEHEHHI B COCTaBE anmnaparHbix U nmporpaMmusbix cpeacts UCII/IH:

— yCcTaHOBKa  (pa3BepThiBaHHWE) Ha  KOMIbIOTEP(bI)
IPOrPAMMHBIX CPEJCTB, HEOOXOIUMBIX JJIsi PEIICHUS ONPEICICHHON
3aiaun  (00aBJI€HHE BO3MOXKHOCTH pEIICHUS JaHHOW 3aJlayd B
naaaon UCII/IH;

— OoOHOBJIEHHE (3aMeHa) Ha KOMIbIOTEpe(ax) MPOrpaMMHBIX
CPEICTB, HEOOXOAMMBIX JJIsi PEIICHUS ONpPENeICHHON 3ajadu
(oOHOBNIEHUE BEPCHI HUCMHOJB3YEMBIX I PEUICHHs ONpeaeTeHHON
3a/1a4v IpOrpamm);

= VIAJIEHHE C KOMIIbIOTEpPA MPOTrPaMMHBIX CpEICTB,
UCIIONb30BABIIMXCA  [JI1  PELIICHUS  ONPEAECIEHHOM  3aJadd
(UCKITIOYEHHE BO3MOXKHOCTH PEILEHHUs JaHHOW 3aJayd Ha JIaHHOM
KOMITBIOTEPE).

9.7. Takxe B 3asgBKE YKa3bIBAaeTCS YCIOBHOE HAaWMEHOBAHHUE
NCIIJxa. HaumeHoBaHus 3a7a4 yKa3bIBAIOTCS B COOTBETCTBUM C MEPEUYHEM
3aJad = apXWBa  JUCTPUOYTHBOB  YCTAHOBJIICHHOTO  MPOTPAMMHOTO
o0ecriedyeHunsi, KOTOpPblEé MOKHO pellaTh C MCIOJb30BAaHUEM YKa3aHHOIO
KOMITBIOTEPA.

9.8. 3asBky oTBeTcTBeHHOTO 3a 3kcruryarannio UCII/IH, B KoTOpOi
TpeOyeTcss NPOU3BECTH H3MEHEHUs KOH(QUIypalud, pacCMaTpUBAET
pykoBoautens T moapasneneHus, BU3UPYET €€, YTBEPXKAAs TEM CamMbIM
IIPOU3BOJICTBEHHYI0 HEO0OXOAMMOCTh NPOBEJIECHUA YKa3aHHbIX B 3asiBKE
M3MEHEHUM.

[locne dyero 3asBKa mepenacTcsl aJMUHUCTPATOPY OE30MACHOCTH s
HEMOCPEACTBEHHOTO  HMCHOJHEHHMsT paboT 1O  BHECEHMIO HM3MEHEHUHl B
KOH(UTypanuo KoMIbeloTepa, ykazanHoro B 3asBke UCIT/IH.

9.9. IloaroroBka OOHOBJICHUS, MOAU(PUKANMK OOIIECHCTEMHOTO HU
npukiaagHoro mnporpammuoro obecneuenuss MCIIJIln  tectupoBanme,
CTCH/IOBbIE HCTIBITAaHUS (MPU HEOOXOAMMOCTH) M TIepelraya HCXOJHBIX
TEKCTOB, JOKYMEHTAIIMH U TUCTPUOYTUBHBIX HOCUTEJIECH MporpaMM B apXuB
JUCTpUOYTUBOB YCTAHOBJIEHHOIO MPOTPAMMHOI0O OOECIEUYEHHs, BHECEHUE
HEOOXOAMMBIX HM3MEHEHU B HacTpouku cpenacts 3amutel or HCJ u
CPEACTB KOHTPOJIS 1IETOCTHOCTH (paiijioB Ha KOMIbIOTEpax, (OOHOBJICHHE) U
yAQJICHUE CUCTEMHBIX U PUKJIAIHBIX MPOrPAaMMHBIX CPEACTB MPOU3BOAUTCS
aJIMUHUCTPATOPOM O€30M1aCHOCTH.

9.10. VYcranoBka umu oOHoBneHue mnoxacucteM MCIIIH momKHEI
IPOBOJUTECA B CTPOrOM COOTBETCTBHM C TEXHOJIOTMEW MPOBEACHUS
MOAU(UKAINA TPOTPAMMHBIX KOMIUIEKCOB JIAHHBIX MOJCUCTEM.

9.11. VYcranoBka u odHoBieHue 110 (cucTeMHOTO, TECTOBOTO | T.II.)
Ha KOMIIBIOTEpPaxX MPOU3BOJUTCS TOJIBKO C OPUTHMHAIBHBIX JIMIIEH3UOHHBIX
TUCTPUOYTUBHBIX ~ HOCUTENEH (IUCKET, KOMITAKT JWCKOB U  T.IL.),
MOJYYEHHBIX YCTaHOBJICHHBIM MOPSAAKOM, NpukiaaHoro [0 — ¢ 3TanoHHbIX



KONUN MPOrpaMMHBIX CPEJCTB, MOJYYEHHBIX W3 apXuBa AUCTPUOYTHUBOB
YCTaHOBJIEHHOTO IPOrPaMMHOT0 0OecTieueHusl.

9.12. Bce noOapisieMble MpoOrpaMMHBIC W amlllapaTHbIE KOMITOHEHTBI
JOJDKHBI OBITH MPEABAPUTENIBHO YCTAHOBJICHHBIM MOPSAKOM MPOBEPEHBI Ha
paboTOCIIOCOOHOCTH, a TAKXKE OTCYTCTBHE OMACHBIX (PYHKITUH.

9.13. Ilocne ycranoBku (oOHoBienus) IIO, agmMuHHCTpaTOp
0e30MacHOCTH  JIOJDKEH TMPOM3BECTH TpeOyemble HACTPOMKU CPEACTB
VOPABJICHUS JOCTYIIOM K KOMIIOHEHTaM KOMIIbIOTEpA U TMPOBEPUTH
pabotocrocooHocTh IO W MpaBUIBHOCTP MX HACTPOWKH U IMPOU3ZBECTH
COOTBETCTBYIOIIYIO 3amuch B «KypHane ydeTa HEIITATHBIX CHTyallUd B
WUCIIdx, BbmmongHeHHs  NpOo(QUIAKTUYECKUX  paldoT, YCTAaHOBKU H
Moau(UKaIMK TPOTrPaMMHBIX cpelicTB Ha kommbioTepax MCITdm».

9.14. ®opmar 3ammceit «KypHanma ydé€ra HEIITAaTHBIX CUTyalUd
WUCII/dx, BbimonmHeHWs MpOoQUIAKTUYECKUX  paldoOT, YCTAHOBKH U
MoAM(UKAIIMK MPOrPaMMHBIX cpelncTB Ha kommblotepax MWCITIn»
yCTaHaBJIMBAETCA MPUKA30M PYKOBOJUTEISE 00pa30BaTEIbHON OpraHU3all|H.

9.15. Ilpy BO3HMKHOBEHUM CHUTyalluii, TpeOYOIIHUX Tepeaadu
TEXHUYECKUX CpPEACTB B CEPBUCHBIA LEHTP C LEIbI0 PEMOHTA,
OTBETCTBEHHBIM 3a €€  3KCIUIyaTallulo  JOKJIaJbIBa€T 00  3TOM
OTBETCTBEHHOMY 3a 3amury uHpopmauuu. B  nmanHOM  ciydae
aJIMUHUCTpATOp O€30MacHOCTU 00s13aH MPEANPHUHATh HEOOXOAUMBIE MEpPhI
JUISL 3aTUPaHUs 3aluiiaeMol nHpopMaluu, KOTopas XpaHWJIach Ha AUCKax
KoMIibtoTepa. OpUruHanbl 3asBOK (JIOKYMEHTOB), HA OCHOBAaHUU KOTOPBIX
NPOU3BOJAMIINCh ~ HM3MEHEHHSd B  COCTaB€  IPOTrPaMMHBIX  CPEICTB
KOMITBIOTEPOB ¢ OTMETKaMH O BHECEHUH U3MEHEHUH B COCTaB MPOIPAMMHBIX
CPEICTB, JAOJDKHBI XPAaHUTHCA BMECTE€ C TEXHHYECKHM NAaCIOPTOM Ha
NCIIOx n «XypHanom ydera HemratHeix cutyanui MCII/IH, BeITOTHEHAS
npo(UIaKTUYECKUX pPAa0OT, YCTAaHOBKM M MOJIU(UKALMUA MPOrPaMMHBIX
cpeactB Ha komnbroTepax WMCIIIH» y OTBETCTBEHHOro 3a 3alluTy
uHdopMaIuu.

9.16. Konmuu 3asgBOK MOTYT XpaHUThCA y aIMHUHHUCTpPATOpa
0€30MacHOCTH:

— st BoccTaHoBienust KoHurypanuu WCIIAH mocne
aBapuii;
— JUI KOHTpOJiA mpaBoMepHOCcTH ycrtaHoBkn Ha HCII/IH

CpPEeICTB JUIsl pEUIeHUs COOTBETCTBYIOLIMX 3adady mpu pazdope

KOH()JIUKTHBIX CUTYaIIH;

— JUIS TIPOBEPKHM MPABUIIBHOCTH YCTAHOBKM W HACTPOUKHU
cpeacts 3ammTsl UCI/IH.

9.17. ®akT yYHUYTOXKEHUS JaHHBIX, HAXOJUBIIMXCS Ha JHCKE
KOMIbIOTEpa, OQOpMIISIETCSI AaKTOM 3a TMOAMNHCHIO  aJMHUHHCTPATOPA
0€30MacHOCTH U COTPYJHUKAa OTBETCTBEHHOI'O 3a JKCIUTyaTalldi0 JaHHOU
NCITH.

9.18. C TEJTBIO COONIONIEHNsT ~ TPUHIMIA  TEPCOHAIBHOMN
OTBETCTBEHHOCTH 3a CBOM JIEUCTBHUS KaXKJIOMY COTPYIHHKY, TONYIIEHHOMY
K pabote Ha kommbioTepax KoHkperHoit WCII[H, momkHO OBITH
COMOCTAaBJIEHO TIEPCOHAJIBHOE YHUK&JIbHOE HWMs (y4eTHas  3aIlHCh



MOJIB30BATEINS ), O] KOTOPBIM OH OYIET perucTpupoBaThCs, U paboTaTh Ha
JTAHHOM KOMIIBIOTEpE.

9.19. Ucnonp3oBaHWE HECKOJIBKUMH COTPYJAHUKAMHU MpHU padboTe B
WCII/I# omHOTO W TOTO K€ MMEHHU TOJB30BATENS ((TPYIIIOBOTO MMEHW))
3arpernieHo.

10. IIpaBuja perucrpanum noJib3oBaTejel

10.1. IIponenypa peructpamuu  (Co3maHusl  YYETHOH  3aIlUCH)
MOJIB30BATEINS U IIPEIOCTABICHUS €My (MJIM U3MEHEHUS €ro) MpaB JOCTYyIa K
pecypcam MCII[IlH wmHHMOMHpyeTCs  3aiBKOM  OTBETCTBEHHOIO  3a
skcruryaranuto ganHod UCIIAH. dopma 3asBKM IpUBEACHA HUKE.

B 3asaBKke yka3bIBaeTCA:

= COJIEp )KaHHUE 3alpalluBacMbIX U3MEHEHHUH (perucTpanus
HoBoro mons3oBarens HWCII[IH, ypameHue y4YeTHOW 3ammcH
NOJIb30BATEIISI, PACIIMPEHUE WM CYKEHHE ITOJHOMOYMM M IpaB
noctyna kK pecypcam HCII/IH paHee 3aperucTpupoOBAHHOTO
[I0JIb30BATENS);

— JOJDKHOCTh  (C  TIOJHBIM ~ HaWMEHOBaHHEM  OTJIENa),
(amunus, UM ¥ OTYECTBO COTPYTHUKA;

— uMsl  1oJb30BaTeNss  (YYETHOM  3alKMCH)  JIaHHOTO
COTPYIHMKA;

— MIOJIHOMOYHS, KOTOPBIX HE00XO0UMO JUIINTD
MOJIB30BATENSl WK KOTOPbIE HEOOXOAMMO JOOaBHUTH MOJB30BATEIIO
(myTeM yka3zaHus pemaeMbix nojs3oBarenem 3anad B UCII/H).

10.2. 3asBky paccMaTpuBaeT PYKOBOAMTENb, BU3UPYS €€, yTBEpKIas
TE€M CaMbIM MPOU3BOJICTBEHHYIO HEOOXOIMMOCTh JOMyCKa (M3MEHEHMS ITpaB
JIOCTYIIa) JaHHOTO COTPYAHMKAa K HEOOXOAMMBIM JUIsl pEUIeHUS UM
yKa3aHHbBIX B 3asBKe 3a1a4 pecypcam MCII/IH. 3atem noanuceiBaeT 3ajaHue
aJIMUHUCTpATOpy O€30MacHOCTH HAa BHECEHHE HEOOXOJUMBIX M3MEHEHHH B
CIIMCKU NOJIb30Barelel cooTBeTcTBytomux noacucrteM UCI/IH.

10.3. Ha ocHoBaHuu 3a7aHus, B COOTBETCTBUM C JOKyMEHTAIlMCH Ha
CpEICTBA 3allUTHl OT HECAHKIMOHUPOBAHHOIO JOCTYIA, aAMHUHUCTPATOP
0€30MacHOCTH IPOU3BOAUT HEOOXOIMMBbIE OMNEpaluud [0 CO3JaHUI0
(yaaneHuro) y4yeTHOW 3alucy MOJIb30BaTeNsl, IPUCBOCHUIO €MY HA4yajJbHOTO
3HAUEHUA TMapoJisi (BO3MOXXHO TakK€ PETrUCTpalio EPCOHAIBLHOTO
uaeHTuguUKaTopa), 3asBi€HHBIX mpaB jgoctyna k pecypcam WCIIIn u
Ipyrue HeoOXOoauMble JIeWCTBHS, YyKa3aHHble B 3amaHud. Jia Bcex
MOJIb30BATENE JOJDKEH OBITh YCTAHOBJIEH PEXUM MNPUHYIUTEIBHOTO
3ampoca CMEHBI TTApOoJIsl HE PEKe OJTHOrO pa3a B TeueHue 360 nHeil.

10.4. Tlocne BHeCEHUST U3MEHEHMM B CIOUCKM MOJIb30oBaTeen
aJIMUHUCTPATOp OE€30MaCHOCTH JOJIKEH O00€CTeYUTh HACTPOWKH CpENICTB
3alUThl, COOTBETCTBYIOIIME TpeOOBaHUSIM O€30MacHOCTH, YKa3aHHOU
HNCIIOx. Ilo oOKOHYaHWM BHECCHHS M3MEHCHMM B CIIMCKU II0Jb30BaTElICil B
3asiBKE€ JIEJIA€TCS OTMETKAa O BBIIOJHEHWM 3aJaHus 34 IOJAINHCHIO
UCTIOJTHUTEIISI — aIMUHUCTPATOP OE30MaCHOCTH.

10.5. CoTpyaHuKky, 3apeTUCTPHUPOBAHHOMY B KadeCTBE HOBOTO
nosb3oBatesst  WCIIJIH, cooOmaeTcss WMs COOTBETCTBYIOIIETO €My



MOJIB30BATENSI M MOXKET BBIABATHCS MEPCOHANBHBIA HUASHTU(DUKATOP (TSt
paboThl B peXHUME YCUJICHHOW ayTeHTH(PUKANUH) ¢ HavdaIbHOE(bIC)
3HaueHue(us1) nmapossi(eit), koropoe(bie) OH 00513aH CMEHUTH TIPH TIEPBOM K€
BXOJI€ B CCTEMY.

10.6. UcnonHeHHple 3asiBKa W 3aJaHUeE (3a  MOJMUCHIO
aJIMUHUCTpaTopa 0€30MaCHOCTH) MEePealoTCsl PYKOBOAUTEIIO Ha XpaHEHHE.
OHU MOTYT BIIOCJIE/ICTBUM UCTIONB30BATHCS:

— JUIsl BOCCTAHOBJICHUSI TIOJTHOMOYHUH TOJIb30BaTeNIel Tociie
aBapuii UCII/H;

— JUTSl KOHTPOJISI IPAaBOMEPHOCTH HAJTUYHS Y KOHKPETHOTO
MOJIB30BATENS ITpaB JOCTyIa K TeM win uHbIM pecypcam UCITIH npu
paz0ope KOH(PIMKTHBIX CUTYAIIH;

— UL TPOBEPKH  COTPYIHUKAMHU  KOHTPOJUPYIOIIHX
OpraHOB MPABMJIBHOCTH HACTPONKU CPEACTB Pa3rpaHUUCHUS JTOCTYIIA
K pecypcam UCII/IH.

11. IHopsinok KOHTPOJISI COOJIIOAEHNsI YCJAOBHI HMCIOJIb30BAHNS
CpeACTB 3alUThl HHPOPMALMH, B TOM YHCJIe KPUNTOrpaguiecKux

11.1. Hannsiii paznen [lonoxeHus ompenensier MOPSIOK KOHTPOJIS
COONIIOICHNS YCIIOBUM MCIOJBb30BaHUS CPEACTB 3alllUThl HH(pOpManuu
(manee — C3U1).

11.2. TexHuyeckne CpEICTBA 3almUTHI WHGOPMAITUU  SBIISFOTCS
Ba)KHBIM KoMmnoHeHToM Ob I1/[H.

11.3. Tlopsmox paboter ¢ Texamueckumu C3U ompenenen B
COOTBETCTBYIOIIMX PYKOBOJICTBAX II0 HACTPOWKe M ucnoib3oBanuio C3U
00s3aTENbHBIX ISl UCIIOJHEHMS, KaK COTPYAHUKAaMH, 0OpaOaThIBAIOIIMMHU
KOH(PUIECHIUAIBHYIO HH(DOpMAIIHIO, TaK U aIMUHUCTPATOPOM 0€30MacHOCTH
NCITH.

11.4. TlpaBo mpoOBEpKU COOJIOJIEHUS YCJIOBHH  HMCHOJIB30BAHUS
CPEICTB 3alIUThl HHPOPMAIIMU UMEIOT:

— JUPEKTOD;
— OTBETCTBEHHBIH 3a 3alUTy UHPOPMAIIUU;
— aJIMUHHUCTPATOpP 0€30MaCHOCTH.

11.5. IMoawzoBarento UCII/IH kaTeropuyecku 3ampeniaeTcs:

— o0OpabartbiBaTh KOH(UIECHIMAIBHYIO HH()OPMALUIO C OTKIIOYEHHBIMU

C3U;

— MeHATh HacTpoiiku C3U.

11.6. AngmuHucTpaTtopy  0€30MacHOCTHM  3alpeliaeTcs  MEHSTh
HaCTPOMKH IIPOIPaMMHO-ANIIapaTHBIX C31 IIPEyCTaHOBJICHHBIE
CHEIUATNCTOM OpTraHM3alMu, UMEIOIIEH JMUIEH3UI0 Ha JIeATeNbHOCTh I10
TEXHUYECKOW 3ammure uWHpoOpMamuu, Oe3 COIIACOBaHMS C  JTOH
OpTraHU3AIMECH.

11.7. Ecniu B xoAe MNEPUOAMYECKHUX, IJIAHOBBIX HJIM BHE3AIMHBIX
npoBepok VCII/IH BeisiBIeHO HapyuieHue TpedoBanus m. 10.5. To BcTymaer
B cuiy ILIL 4.6., 4.7. nanHoro ITonoxeHus.

11.8. Kpunrorpadudeckue cpeactna 3amiuThl HHPOPMAIIUUA JTOTKHBI
UCIIOJIB30BAaThCS B COOTBETCTBUM C TEXHHYECKOW M HKCILTyaTallMOHHOMN



I[OKYMGHTaI_[I/ICI;'I Ha HHUX, a TaKiKC B COOTBCTCTBMHU C IIpaBUJIaMHU
IIOJIBb30BAHUA UMU.

12. IMopsiiok oXpaHbI M J0NMyCKA MOCTOPOHHUX JIUI[ B Mpeaesibl
rpaHMIbI KOHTPOJMPYEMOI 30HbI

12.1. Hacrosimee I[lonoxkeHue ycTaHaBIMBAET MOPSIOK OXPAHbI
(cmaun  mox  oxpany) nomemennit VCIIJIH  BHyTpu  TpaHMIIBI
KOHTPOJUPYEMOM 30HBI.

12.2. BckpbiTHe W 3aKpbITHE  TOMELICHHH  OCYIIECTBISETCS
COTPYIHHUKAMU, paOOTAIONTUMHU B JAHHBIX TOMEIICHUX.

12.3. Tlpu OTCYTCTBHHM COTPYIHUKOB, OTBETCTBEHHBIX 3a BCKPBITHE
(cmauy moj oxpaHy) IOMEIICHWH, aHHBIE TOMEIICHHS MOTYT OBITh
BCKPBITBI KOMHCCHEW, CO3JJaHHOM HAa OCHOBAaHMHM NIpUKa3a, O YEM
COCTAaBIISIETCS AKT.

12.4, Tlpu 3akpbITUM TOMEIICHUN W cJaadyed HX I0J OXpaHy
COTPYIHHUKHU, OTBETCTBEHHbIC 3a MOMEIICHUSI MPOBEPSIOT 3aKPHITHE OKOH,
BBIKJTIOUAIOT OCBEIIICHHUE, OBITOBBIE MPUOOPHI, OPTTEXHUKY U IMPOBEPSIOT
MPOTUBOIIOKAPHOE COCTOSIHUE TIOMEIICHUs, a JOKYMEHTBHl M HOCHUTEIHU
uH(pOpMaIUU, Ha KOTOPBIX COJEPKUTCS KOH(UAECHIIMAIbHAsS UHGOpMaIus,
yOUparoTCs Jisl XpaHEHUs B ONEYaThIBAEMBIN ceii (MeTanueckuit mkad).

12.5. B cootBercTBUM C TpeOoBaHusMH JaHHOTO [lonoxeHus mpu
oOpaboTtke  3ammmaemor  uHpopmarmu B MCI[J[H  uckimouyuTh
HEKOHTPOJIMPYEeMOe MpeObIBaHUE IMOCTOPOHHUX JIMII B TpEJENax TpPaHHUI]
koHTposipyemoit 30HbBI  MCII/IH, omnpeneneHHbIx COOTBETCTBYIOIIUM
MIPUKA30M.

13. Hopsimoxk  crupanus 3amumaemMod uHpopMauuu U
YHUYTOKEHUS HOCUTEJIEH 3aluInaeMol uHpopManuu

13.1. B o0s3aTenbHOM  TOPSAJIKE  YHUYTOKEHUIO  TOJJIekKAT
IIOBPEXKIAEHHBIE, BBIBOAUMBIE W3 JKCIUIyaTallUM HOCHUTEIH, COACPIKALLKE
3alUIIaeMy0 HH(OPMALIMIO, UCIIOJIb30BAHNE KOTOPBIX HE MpEIoJiaracTcs
B gaibHeimeM. CTHpaHuI0O  HOMJIEXKAT  HOCHUTENW,  COZAEpIKalue
3alUIIAEMYI0 MH(QOPMAIUIO, KOTOPbIE BBIBOAATCS W3 JKCIUTyaTalud B
coctaBe MCII[In. He nomyckaercss cTHpaHHE HEUCIPABHBIX HOCUTENEH U
nepefaya UxX B CEPBHUCHBIM LEHTP IJI pEMOHTA. Takue HOCHUTENN TOJKHBI
YHUYTOKAThCSA B COOTBETCTBUHU C HACTOSAIIUM MOPSAIKOM.

13.2. Ctupanue  JOJDKHO  MPOU3BOJUTHCS MO  TEXHOJOTHH,
NPEAYCMOTPEHHOW i JAHHOTO THUIIA HOCUTENSA, C NPUMEHECHHUEM
CepTUPUIUPOBAHHBIX CpPEACTB rapaHTUPOBAHHOTO YHUYTOXEHUS
uHpopmauu  (IOMycKaeTcs 3aJeMCcTBOBaTh MEXAHM3MbI  3aTUpaHuS,
BCTPOEHHBIE B CEPTU(PULIMPOBAHHBIE CPEACTBA 3aIIUTHI HH(DOPMALIUN).

13.3. YHuutoXeHue HOocUTEse MPOU3BOIUTCS MMyTEM HAHECEHUS UM
HEYCTPaHUMOT'0 (PU3UUECKOT0 MOBPEKACHUS, UCKITIOYAIOLIET0 BO3MOKHOCTD
UX MHCIOJIb30BaHMS, a TakXKe BOCCTAHOBJICHHMsS HHpopMauu (mepen
YHUUYTOKEHUEM, €CIIM HOCUTENIb HCIpaBeH, JOJKHO OBITh MPOU3BEICHO
rapaHTUpOBaHUE CTHpaHue MHPopMaIuu Ha Hocutene). HemocpencTBeHHble
JEHCTBUS MO YHUYTOXKEHUIO KOHKPETHOTO THUIA HOCHUTENS TOJIKHBI OBITH



JOCTaTOYHBI ~ JJII  HWCKJIIOYEHWS  BO3MOXKHOCTH  BOCCTaHOBJICHHS
uHbOpMaLUu.

13.4. bymaxkHple MU TIPOYHME CropacMble HOCHUTEIH (KOHBEPTHI C
HEHUCIOJIb3yeMbIMH 00Jiee MaposiMU) YHUUYTOXKAIOT ITyTEM CKUTAHUS WU C
MOMOIIIBIO JIFOOBIX OyMarope3areybHbIX MAIlWH.

13.5. [lo ¢dakty yHUYTOXKEHUS WIM CTHPAHUS  HOCUTEJEH
COCTAaBJISIETCS aKT, B )KypHaJIaX y4yeTa JeatoTCsl COOTBETCTBYIOIINE 3aHCH.

13.6. Ilpouenypsl cTUpaHusT W YHUUYTOXKEHUS OCYIIECTBISIOTCS
KOMHCCHUEHN, B KOTOPYIO BXOJST: OTBETCTBEHHBIN 32 3kcruryaTanuio UCIIH,
OTBETCTBEHHBIN 3a 3alUTy WHPOPMAIUU, aAMIHUCTPATOP 0E30MMaCHOCTH.

14. 3aKiIl0YHTeIbHbIE MOJI0KEHUS

14.1. TpeGoBanus Hactosmiero I[lomoxkeHus: 00s13aTENbHBI AT BCEX
COTPYIHUKOB  00pabarbiBalomuX KOHPUACHIHUATIbHYI0O  HH(GOPMAIUIO
(mepcoHaIbHBIC JTAHHBIE).

14.2. Hapymenue TpeOoBaHui Hactosimiero IlomokeHus BiedeT 3a
co00# TUCHUTIIMHAPHYIO, TPAXKTAHCKO-TIPABOBYIO, AMUHUCTPATUBHYIO WUJTU
YrOJIOBHYI0 OTBETCTBEHHOCTb B COOTBETCTBHUM C 3aKOHOAATEIHCTBOM
Poccuiickon ®@enepanumu.
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